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Chapter 1

Intr oduction

TheSSHSecureShellfor WorkstationsWindowsclient(SSH2client)isaprogramthatallowssecurenetwork
servicesoveraninsecurenetwork.

TheSSHSecureShell for WorkstationsWindows client replacesother, insecureterminalapplications,such
asTelnetandFTP.It allows you to securelyremotelogin to remotehostcomputers,to executecommands
safelyin aremotecomputer, andto providesecureencryptedandauthenticatedcommunicationsbetweentwo
untrustedhosts.X11 connectionsandarbitraryTCP/IPportscanalsobeforwardedover thesecurechannel,
expandingSecureShell2’susabilityevenfurther.

SecureShell 2 with its arrayof unmatchedsecurityfeaturesis an essentialtool for today’s network envi-
ronment. It is a powerful guardianagainstthe numeroussecurityhazardsthat nowadaysthreatennetwork
communications.

1.1 Network Security Risks

Theopenarchitectureof InternetProtocol(IP) makesit ahighly efficient,cost-effective,andflexible commu-
nicationsprotocolfor local andglobalcommunications.It hasbeenwidely adopted,not only on theglobal
Internet,but alsoon theinternalnetworksof largecorporations.

IP wasdesignedto be highly reliableagainstrandomnetwork errors. However, it wasnot designedto be
secureagainsta maliciousattacker. In fact, it is vulnerableto a numberof well-known attacks. This is
preventingit from beingusedto its fullest for businessandotherpurposesinvolving confidentialor mission-
critical data.
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12 Chapter 1. Intr oduction

1.1.1 Security of Inter net Protocol

TheIP protocolsuite,includingTCP/IP,wasdesignedto providereliableandscalablecommunicationsover
real-worldnetworks.It hasservedthisgoalwell. However, it wasdesignedtwentyyearsagoin aworld where
theInternetconsistedof a few hundredcloselycontrolledhosts.Thesituationhaschanged.TheInternetnow
connectstensof millions of computers,controlledby millions of individualsandorganizations.The core
network itself is administeredby thousandsof competingoperators,andthenetwork spansthewholeglobe,
connectedby fibers,leasedlines,dialupmodems,andmobilephones.

Thephenomenalgrowth of theInternethaspeakedtheinterestof businesses,military organizations,govern-
ments,andcriminals.Suddenly, thenetwork is changingtheway businessis done.It is changingthenature
of tradeanddistributionnetworksandtheway individualpeoplecommunicatewith eachother.

The upsurge of businesscommunications,scientificcommunicationsandpolitical communicationson the
Internethasalsobroughtout theusualnegativeelements.Criminalsarelooking for waysof gettinga cut of
theemergingbusiness.Industrialespionagehasbecomeareality. Intelligenceagenciesareshowing growing
interesttowardsnetworkedcommunications,andthey oftenexchangeinformationwith domesticcommercial
interestandpolitical groups.Crackers,exchanginginformationandsourcecode,make attacksthattenyears
agowerethoughtto beonly within thereachof superpowers’ intelligenceagencies.

It hasturnedout thattheIP protocol,while very tolerantof randomerrors,is vulnerableto maliciousattacks.
Themostcommontypesof attacksinclude:

� Eavesdroppinga transmission,for example,looking for passwords,credit cardnumbers,or business
secrets.

� Hijacking,or takingovera communicationin sucha way thattheattackercaninspectandmodify any
databeingtransmittedbetweenthecommunicatingparties.

� IP spoofing,or fakingnetwork addressesin orderto fool accesscontrolmechanismsbasedon themor
to redirectconnectionsto a fakeserver.

TheSSH2protocolis designedto protectnetwork communicationsagainstsecurityhazardslike these.

1.2 Different SSHVersions

SeveraldifferentSecureShellclientandserverversionsexist. Thedifferentversionsusedifferentimplemen-
tationsof theSSHprotocol.

SSHSecureShell for WorkstationsWindows client usesSSHprotocolversion2 (SSH2),but supportsalso
connectionsto SSH version1 (SSH1)servers. Note, however, that SSHversion2 (SSH2)is a moread-
vancedprotocolthanthelegacy versionSSH1.For moreinformationon usinganSSH1connection,seethe
SSHwebsitehttp://www.ssh.com/products/ssh/ssh 1.html . NotethatwhenusinganSSH1
connection,multiple terminalwindowsandthefile transferoperationsarenotavailable.
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1.3. SSH2ProtocolFeatures 13

TheSSH2protocolprovidesa setof radicalimprovementsto SSH1.Theseimprovementsinclude:

� A muchbetterunderstoodandmoresecureprotocol.

� A new designwhichrequiresmuchlesscodeto berunwith rootprivileges.

� Totally rewrittencodethatimprovessecurity.

� New routinesfor cryptographyandmathematics,resultingin considerableimprovementsin speed.

� Supportfor multiplepublic key algorithms,includingDSA andDiffie-Hellmankey exchange.

� Easyto usefile transfersusingthe integratedfile transferagentin SSHSecureShell for Workstation
Windowsclient,andthescp(Securefile copy) andSFTP(SecureFile TransferProtocol)applications
onUNIX.

1.3 SSH2ProtocolFeatures

TheSSH2protocolcontainsthefollowing features:

� Secureterminalsessionsutilizing secureencryption.

� Full, securereplacementfor FTPandTelnet,aswell astheUNIX r-seriesof commands:rlogin, rcp,
rexec.

� Multiple highsecurityalgorithmsandstrongauthenticationmethodsthatpreventsuchsecuritythreats
asidentityspoofing.

� Multiple ciphersfor encryption,includinge.g.3DES,BlowfishandtheAEScandidateTWOFISH.

� Bothpasswordandpublickey authentication.

� Transparentandautomatictunnelingof X11 connectionsandarbitraryTCP/IP-basedapplications,such
ase-mail.

� Automaticandsecureauthenticationof both endsof connection.Both the server andthe client are
authenticatedto preventidentityspoofing,Trojanhorses,etc.

� Uniquegraphicalsecurefile transferinterface(SFTP)fully integratedin theclientsoftware.

� Multiple channelsthatallow you to have multiple terminalwindows andfile transfersgoing through
onesecureandauthenticatedconnection.
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14 Chapter 1. Intr oduction

1.4 NewFeatures

Thisversionof SSHSecureShellfor WorkstationWindowsclientcontainsseveralnew featuresandenhance-
ments.

Someof themostnotablenew featuresarethefollowing:

Advancedauthentication methodconfiguration

Any combinationof availableauthenticationmethodscannow beselected.Also theexactorderof the
methodscanbeconfigured.

Banner messagesupport

Theclient candisplaya messagebeforeloggingonanSSHserver.

Commandline options

Host,usernameandportdefinitionscanbepassedascommandline optionsto theWindowsclient.

Commandline tools

Separatecommandline versionsof SCP2,SSH2andSFTP2areavailable.

Customization

Toolbars,menusandshorcutmenuscanbecustomizedfreely.

DESsupport

If desired,alsotheDESlegacy ciphercanbeused(but theclient issuesa warningaboutthis).

FTP forwarding

FTPconnectionscannow besecurelyforwarded.

Key import/export

Userkey pairsandhostpublickeyscanbeimportedandexportedfrom/toany locationondisk.

Profiles

Differenthostsettingscanbe savedasprofiles. This makesit extremelyfastandeasyto connectto
hostsrequiringdifferentconnectionsettings.

Quick Connectoption

TheQuickConnectbuttonallowsfastaccessto a new connection.

SecurID support

SecurIDauthenticationis now supported.

SSH1forwarding

Also SSH1connectionscannow beforwarded.
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1.5. SystemRequirements 15

Terminal answerbackstring

Theanswerbackstringfor differentterminals(suchasansi,vt100,vt220,vt320andxterm)cannow be
selected.

Tunneling only option

Theclient canbeconfiguredto disableterminalconnections,allowing only tunnelsto beused.

Various bug fixes

Thisversionalsocontainsfixesfor variousminorbugsfoundonpreviousreleases.

1.5 SystemRequirements

TheSSHSecureShell for WorkstationWindows client doesnot have any specialhardwareor softwarere-
quirements.Any computercapableof runninga currentversionof theMicrosoftWindowsoperatingsystem
(Windows95,Windows98,Windows2000or WindowsNT) andequippedwith a functionalconnectionto a
remoteUNIX or UN*X-lik ehostcomputercanbeused.

TheSSHSecureShellfor WorkstationsWindowsclientinstallationrequiresabout4 megabytesof diskspace.
NotethatSSH2will saveeachuser’ssettingsin thatparticularuser’spersonaldirectory.

1.6 DesktopIcons

Whenyou have installedtheSSHSecureShellfor WorkstationsWindowsclient,you will have two separate
programiconson theWindowsdesktopaswell asin theStartmenu(by defaultunderStart- � Programs- �
SSHSecureShell).

TheSSHSecureShell Client icon andthe SSHSecureFile TransferClient icon bothstartthe sameappli-
cation,SSHSecureShell for WorkstationsWindows client. The differencebetweenthe iconsis that they
usedifferentsettingsfiles. TheSecureShellClient iconusesa settingsfile calleddefault.ssh2 , andthe
SecureFile Transfericonusesa settingsfile calleddefaultsftp.ssh2 .

By default the settingsfiles have beenconfiguredso that they openthe appropriateSSHSecureShell for
Workstationswindow, eitherthe terminalwindow or the File Transferwindow. If you want to changethe
default configuration,you cansave your settingsto eithera new settingsfile (usingtheSave As optionfrom
theFile menu),or savethenew settingsusingtheold settingsfiles(usingtheSaveoptionfrom theFile menu).

Pleasenotethatwhenyou save your currentsettings,alsothewindow positionsaresaved. If you openthe
SSHSecureFile Transferclient by clicking theappropriateicon, thenopena terminalwindow or two, and
thensave thesettings,the’extra’ terminalwindowswill appearthenext time you click theSSHSecureFile
TransferClient icon. If you thenclosetheFile Transferwindow andsave your settingsagain,thenext time
youwill seenoFile Transferwindow atall.
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16 Chapter 1. Intr oduction

Do not be alarmedby this - you canalwaysopena new terminalor File Transferwindow by clicking the
appropriatetoolbarbuttonor selectingtheappropriatemenuitem. If you thensave your settingsagain,the
new window positionswill beusedasdefaultvaluesfor new connections.

For moreinformationsaving thecurrentsettings,seesection2.1(Saving Settings).

1.7 Support

Themostcurrentversionof theSSHSecureShell for WorkstationsWindows client onlinehelp is available
on theSSHWebpages:http://www.ssh.com/products/ssh/wi nhelp / .

Frequentlyaskedquestionsspecificto theSSHSecureShellWindowsclientareansweredin theSSHSecure
ShellWindowsClientFAQ: http://www.ssh.com/products/ssh/faq .html .

Links to thegeneralSecureShellFAQ mirror sitescanbefoundathttp://www.ssh.org/faq.html .

If theproductdocumentationandtheFAQ do not answeryour questions,you cancontacttheSSHsupport
service.Usetheonlinesupportform availableonhttp://www.ssh.com/support for supportrequests
andhttp://www.ssh.com/support/toolki ts/bug - repor t.htm l for bugreports.

1.8 Legal Issues

Theencryptionalgorithmsusedin theSecureShell2 Windows client have beendevelopedin Europe,and
thereforethey arenot subjectto US export regulations.TheSecureShell 2 Windows client canbeusedin
any countrythatallowsencryption,includingtheUnitedStatesof America.

SeetheLICENSINGfile for licensinganddistributionconditions.

SSH,SSH2andSecureShellareregisteredtrademarksor trademarksof SSHCommunicationsSecurityCorp.
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Chapter 2

Configuration

Beforeestablishinga connectionto a remotehost computer,you shouldfirst checkyour connectionset-
tings. Theconnectionsettingscanbe changedby usingthe Profilesoption (seesection3.2 ( Profiles)),or
alternatively by usingtheSettingsoption.

TheProfilesdialogcanbeusedto configuretheprofile settingsthatareassociatedwith a singleremotehost
computer.With theSettingsdialogyou cancontrolalsotheglobalsettingsthataffectall connections.

To opentheSettingsdialog,click theSettingsbuttononthetoolbaror selecttheSettingsoptionfrom theEdit
menu.

Thedifferentsettingscategoriesarevisible on the left handsideof theSettingswindow asa treestructure.
Branchesthathavea plussign(+) next to themcanbeexpandedby clicking on theplussign. Branchesthat
haveaminussign(-) next to themcanbecollapsedby clicking on theminussign.

Click on a branchto displaythe settingsassociatedwith it. You canchangethe settingsby changingthe
selectionsdisplayedon theright handsideof thesettingswindow. Notethatsomeof thesettingsdonot take
effectuntil youopena new terminalor file transferwindow or starta new connection.

2.1 Saving Settings

Whenyou have changedthesettings,anasterisk(*) is displayedon theSSHSecureShell for Workstations
Windowsclient title bar,afterthenameof thecurrentsettingsfile (for example:default* ). This indicates
thatthechangedsettingsarenotyet permanent- they havenotbeensavedyet.

If you want to make thechangespermanent,you cansave themfor lateruse. Click theSave buttonon the
toolbar,or selecttheSave Setingsmenuoption from theFile menuto save any changesyou have madeto
yourcurrentsettings.Thechangeswill besavedin thedefaultsettingsfile, default.ssh2 .

Thedefaultsettingsfile is loadedautomaticallywhenyoustarttheSSHSecureShellclient. Thereforeall the
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18 Chapter 2. Configuration

settingsthatyousave in thedefaultsettingsfile takeeffect immediatelywhenyourun theSSH2client. They
arealsousedfor connectionsstartedwith theQuickConnectoption(seesection3.1(QuickConnect)).

Notethatwhenyousavethecurrentsettings,alsothepositionsof thecurrentlyopenterminalandfile transfer
windowsaresaved. If you arrangeyour window positionsto suit your own tasteandsave thesettingsin the
default settingsfile, the windows will be automaticallypositionedthe way you want themwhenyou next
timerun theSSHSecureShellclient.

If you spenda lot of effort customizingyour own settings,it is a goodideato createbackupcopiesof your
customizedsettingsfiles andstorethemin a safelocation. This way you will not have to createthecustom
settingsagain,if you for somereason(suchashardwarefailure)loseyoursettingsfiles.

2.2 Multiple SettingsFiles

You cansave separatesettingsfiles for eachremotehostcomputer. This canbedoneby usingtheProfiles
option.For moreinformationonusingprofiles,seesection3.2(Profiles).

2.3 Loading Settings

It is easyto take into usea profile that hasbeensaved earlier. Justselectthe Profilesoptions(from the
profilestoolbaror theFile menu),andyou will seea menuof previously savedprofiles. Click on a profile,
andaconnectionusingtheprofilesettingswill beimmediatelystarted.

Notethatthis alsoworkswhenyou arealreadyconnectedto a remotehostcomputer. Theprofile will starta
new, separateconnection.

Anotherwayto loadthesettingsfor aparticularconnectionis todoubleclickthesettingsfile namefor example
in theWindowsExplorer.WhentheSSHSecureShellfor WorkstationsWindowsclient is installed,thefiles
with theextension.ssh2areassociatedwith theclient. This meansthatyou canstarttheSSHSecureShell
for WorkstationsWindowsclientwith any settingsfile loadedby justdoubleclickingon thatsettingsfile.

2.4 Profile Settings

With theProfileSettingspageof theSettingsdialogyou canconfigureseparateconnectionsettingsfor each
particularremotehostcomputer.To displaytheProfile Settings,openthe Settingsdialogandclick on the
ProfileSettingstext on theleft handsideof thedialog.

UserSettingsFolder

Thedirectorypathto your personaldatafiles is displayedin the text field next to theBrowsebutton.
Notethatthis is notaneditablefield - thelocationof thesefiles is fixed.
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Figure2.1: TheProfileSettingspageof theSettingsdialog.

Your personalfiles includethesettingsfile (default namedefault.ssh2),your public andprivatekeys,
hostkeysandthekeyboardmappingfile (KEYMAP.MAP).

Click theBrowsebuttonto quickly accessyour personaldatafiles. Thefolder wherethesettingsfiles
aresavedwill appear. This is usefulif you for examplewantto copy or backupyourpersonalsettings.

Notethatyourprivatekeysshouldalwaysbekeptsecret.Thisis importantto rememberif youareshar-
ing your local computerwith otherusers.In suchcase,it is not advisableto storeyour privatekeys in
thelocaldisk. For moreinformationonthekey files,seesection3.6(UsingPublicKey Authentication)

OK

Click theOK buttonto startusingthespecifiedsettings.

Cancel

Click theCancelbuttonto abortany changesyou havemadeto thesettings.

Help

Click theHelp buttonto seetherelevanthelpsection.

2.4.1 Connection

Theprotocolsettingsusedin theconnectionareconfiguredusingtheConnectionpageof theSettingsdialog.
Any changedconnectionsettingswill take effect thenext timeyou login.
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20 Chapter 2. Configuration

Figure2.2: TheConnectionpageof theSettingsdialog.

Host Name

Typethenameof theremotehostcomputerwhoseconnectionsettingsyou wantto edit.

UserName

Typetheusernameyouwantto usewhenconnectingto theremotehostcomputer.

Port Number

Typetheportnumberyou wantto usefor theSSH2connection.Thedefaultport is 22.

Authentication Methods

With theAuthenticationMethodslist you candefinea customauthenticationmethodfor a host.With
theiconsdisplayedabovethelist you canadda new authenticationmethod,deleteanexistingauthen-
tication methodandmove the authenticationmethodsupwardsor downwardsin the preferencelist.
Authenticationmethodshigherup in thelist will beattemptedfirst.

Encryption Algorithm

Selectthedesiredencryptionalgorithmfrom thedropdown menu.Valid choicesare3DES,Blowfish,
Twofish,Arcfour,andCAST128.Youcanalsoselectto usewhateverdefault thatis usedby theremote
hostcomputer,or createyour own customizedpreferencelist of algorithms.For moreinformationon
thecustomoption,seesection2.4.2(CipherList).

MAC Algorithm

Selectthe desiredMAC algorithm (hashalgorithm) from the dropdown menu. Valid choicesare
HMAC-MD5 and HMAC-SHA1. You can also selectwhatever default that is usedby the remote
hostcomputer.
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Compression

Selectthedesiredcompressionsettingfrom thedropdown menu.Valid choicesarezlib andnone.

Terminal Answerback

Selectthedesirecdterminalanswerbackfrom thedropdown menu. Possiblechoicesareansi,vt100,
vt102,vt220,vt320andxterm.

Connectthr oughFir ewall

Checkthe checkboxif you areconnectingthrougha firewall. For moreinformationon the firewall
settings,seesection2.5.7(Firewall).

RequestTunnelsOnly

ChecktheRequestTunnelsOnly checkboxif wantto allow only tunnelsanddisableall terminalcon-
nections.

2.4.2 Cipher List

With theCipherList pageof theSettingsdialogyou cancontrolwhich cipherscanbeusedin theconnec-
tion. This selectiondefineswhatencryptionmethodswill beavailablewhenusingthecustom encryption
algorithm.

Figure2.3: Selectyourpreferredencryptionalgorithmswith theCipherList page.

Thefollowing algorithmscanbeselected:
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22 Chapter 2. Configuration

3DES

Blowfish

Twofish

Ar cfour

CAST128

DES

Pleasenote that DES is a legagycipher that is not consideredto be cryptographicallysecure. It is
strongly recommendedthatDESis not used.If you selectto includeDESin thelist, a warningdialog
will bedisplayed.

Click thecheckboxnext to eachalgorithmto includeor excludeit in thelist of availablecustomalgorithms.
An algorithmmarkedwith a checkmarkis availablefor use.

You canalsoselecttheorderof preferencebetweenthealgorithms.Selectanalgorithmby clicking it with
themouse,andthenmoveit upwardsor downwardsin thelist by clicking on theUp or Down buttons.

Thecheckmarkedalgorithmsthatarelocatedon the top of the list arepreferred.TheSSHSecureShell for
WorkstationsWindows client will first try to usethefirst checkmarkedalgorithmin theconnection.If that
algorithmis not supportedby the remotehostcomputer, the client softwarewill try the next checkmarked
algorithmonthelist, andsoon.

To take your list of preferredencryptionalgorithmsinto use,selectcustom astheencryptionalgorithmon
theConnectionpageof theSettingsdialog.For moreinformation,seesection2.4.1(Connection).

2.4.3 Keyboard

Thekeyboardsettingsusedin theconnectionareconfiguredusingtheKeyboardpageof theSettingsdialog.
The keyboardmappingstake effect immediatelywhenyou closethe Settingsdialog, without needingthe
restarttheconnection.

BackspacesendsDelete

Checkthe BackspacesendsDeletecheckboxif you want to map the Backspacekey to the Delete
operation.

DeleteSendsBackspace

Checkthe DeleteSendsBackspacecheckboxif you want to map the Deletekey to the Backspace
operation.

Enter sendsCR + LF

ChecktheEntersendsCR+ LF checkboxif youwantto maptheEnterkey to sendthecarriagereturn
(CR)andline feed(LF) characters.Otherwiseonly theline feedcharacterwill besent.
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Figure2.4: TheKeyboardpageof theSettingsdialog.

Lock Function Keys

ChecktheLock FunctionKeyscheckboxif you wantto lock thefunctionkeys.

Line Wrap

ChecktheLine Wrapcheckboxif you wantthetext linesto wrapon theterminalwindow’s edge.By
default, line wrappingis on.

KeypadMode

Selecthow youwantthenumerickeypadon theright handsideof theregularkeyboardto function.

Numeric Keypad: Thekeypadis usedto typenumbers.

Application Keypad: Thekeypadis usedfor applicationcontrol (with thekeypadkeys functioningas
cursorkeys,Home,End,PageUp, PageDown, InsertandDelete).

2.4.4 Tunneling

ThetunnelingsettingsareconfiguredusingtheTunnelingpageof theSettingsdialog.Any changedtunneling
settingswill take effect thenext timeyou login.

The SecureShell 2 client can securelytunnel X11 connectionsfrom the remotehost computerto an X-
Windowsserver runningon thelocalcomputer.

Tunnel X11 connection
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Figure2.5: TheTunnelingpageof theSettingsdialog.

ChecktheTunnelX11 Connectionscheckboxto enablesecureX11 tunneling.

2.4.5 Outgoing Tunnel and Incoming Tunnel

TheoutgoingandincomingtunnelsettingsareconfiguredusingtheOutgoingpageandIncomingpageof the
Settingsdialog,respectively. Any changedtunnelingsettingswill takeeffect thenext timeyou login.

Outgoing Tunnel

Outgoingtunnelsprotectthedatathatyour localcomputersendsto theremotehostcomputer.

Incoming Tunnel

Incomingtunnelsprotectthedatathatyour local computeris receiving from theremotehostcomputer.

Configuring Tunnels

Thefollowing buttonsareavailablefor configuringoutgoingandincomingtunnels.
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Figure2.6: TheOutgoingpageof theSettingsdialog.

Figure2.7: TheIncomingpageof theSettingsdialog.

Add

Click theAdd buttonto adda tunneldefinition. An Add New Tunneldialogappears,allowing you to
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definethename,type, listenport, destinationhost,anddestinationport of the tunnel. With outgoing
tunnelsyoucanalsodefineif youallow localconnectionsonly.

Notethatif you aretunnelinganFTPconnection,youmustsetthetunneltypeasFTP.

Edit

Selecta tunneldefinitionfrom thedisplayedlist andclick theEdit buttonto edit a previously defined
tunnel.An Edit Tunneldialogappears,allowing you to edit thename,listenport,destinationhost,and
destinationport of theoutgoingtunnel. With outgoingtunnelsyou canalsodefineif you allow local
connectionsonly.

Remove

Selecta tunneldefinitionfrom thedisplayedlist andclick theRemove buttonto remove a previously
definedtunnel.Notethattheselectedtunnelwill beremovedimmediately, with noconfirmationdialog
beingdisplayed.

2.4.6 Outgoing Tunnel Definition

Thefollowing fieldsareusedto defineanoutgoingtunnel.Thesevaluescanbeeditedby clicking theAdd or
Edit buttonson theOutgoingpageof theSettingsdialog.

Figure2.8: Creatinganoutgoingtunnel.

Name

Thenameof the tunneldefinition. You canusethis field to type in a descriptive namethatwill help
you to recognizethis tunneldefinitionlateron.

Listen Port

This is thenumberof theport thatthetunnel’ listensto’, or captures.

Allow Local ConnectionsOnly

Leave a checkmarkin this box if you allow only local connectionsto be made. This meansthat
othercomputerswill not beableto usethetunnelcreatedby you. By default, only local connections
areallowed. This is the right choicefor mostsituations.You shouldcarefully considerthe security
implicationsif you decideto allow alsooutsideconnections.
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DestinationHost

Thisfield definesthedestinationhostof thetunnel.Thedefaultvalueis localhost .

DestinationPort

Thedestinationportdefineswhatportwill beusedin thedestinationendof thetunnel.

2.4.7 Incoming Tunnel Definition

Thefollowing fieldsareusedto defineanincomingtunnel. Thesevaluescanbeeditedby clicking theAdd
or Edit buttons.

Figure2.9: Creatinganincomingtunnel.

Name

Thenameof the tunneldefinition. You canusethis field to type in a descriptive namethatwill help
you to recognizethis tunneldefinitionlateron.

Listen Port

Theport thatthetunnel’ listensto’, or captures.

DestinationHost

Thisfield definesthedestinationhostof thetunnel.Thedefaultvalueis localhost .

DestinationPort

Thedestinationportdefineswhatportwill beusedin thedestinationendof thetunnel.

2.5 Global Settings

TheglobalconfigurationsettingsareconfiguredusingtheGlobalSettingspageof theSettingsdialog. The
globalsettingsarecommonfor all remotehostcomputers.
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Globalsettingsaresavedat thesametimeastheprofile settings.Theglobalsettingsarealwayssavedin the
userprofiledirectorywith thefilenameglobal.dat.

2.5.1 Appearance

Theappearanceof theapplicationandtheterminalwindow is configuredusingtheAppearancepageof the
Settingsdialog.

Figure2.10:TheAppearancepageof theSettingsdialog.

Show Add Profile Dialog

ChecktheShow Add ProfileDialogwhenconnectedusingQuickConnectcheckboxto briefly display
theAdd Profiledialogwhenconnectingto a remotehostcomputerusingQuick Connect.This allows
you to createa profile for thehostsimplyby typing in theprofilename.

Terminal Scrollback Size

Typein theTerminalScrollbackSizefield thenumberof linesthatyouwantto collectin thescrollback
buffer. The larger the value, the moreyou canscroll back the terminaldisplay to view the earlier
terminaloutput.Thedefaultvalueis 500lines.

Window Caption

TheWindow Captionsettingsaffectwhatis displayedin thetitle barof theSSHSecureShellfor Workstations
Windowsclient terminalwindow andtheFile Transferwindow.
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Display Profile Name

ChecktheDisplayProfileNamecheckboxto have thenameof thecurrentprofile to bedisplayedon
thetitle bar.

Display Host Name

ChecktheDisplayHostNamecheckboxto have thehostnameof thecurrentlyconnectedremotehost
computerto bedisplayedon thetitle bar.

2.5.2 Font

Thefont usedin the terminalwindow canbeselectedusingtheFont pageof theSettingsdialog. Thenew
font settingaffectstheterminalwindow immediatelywhenyouclick theOK button.To discardthechanges,
click theCancelbutton.

Figure2.11:TheFontpageof theSettingsdialog.

Font Name

Selectthe desiredfont from theFont Namelist. The list displaysthe non-proportional(fixed-width)
fonts installedin your local computer. Note that proportionalfonts arenot suitablefor the terminal
window andthereforearenotavailablefor selection.

Font Size

Selectthedesiredfont sizefrom theFontSizelist. Notethatthefont sizeaffectsthesizeof theterminal
window: thesmallerfont youselect,thesmallertheterminalwindow will be,andviceversa.However,
afterthisoperationthesizeof theterminalwindow canbemodifiedto suit your tastes.
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2.5.3 Colors

Thecolorsusedin theterminalwindow canbeselectedusingtheColorspageof theSettingsdialog.Thenew
color settingsareactive immediatelywhenyou click theOK button. Notethatchangingtheterminalcolors
doesnot affect what is alreadyvisible on the terminalwindow, but the text outputfrom this point onwards
will usethesetcolorscheme.

To discardthechanges,click theCancelbutton.

Figure2.12:TheColorspageof theSettingsdialog.

Text Colors

Thetext colorsaffecttheterminalwindow backgroundcolorandthecolorof text in bothaconnectedwindow
andadisconnectedwindow.

Foreground

Selectthedesiredforegroundcolor from thedropdown menu. Foregroundcolor is usedfor text in a
window thathasaconnectiontoaremotehostcomputer.Sixteencolorsareavailablefor yourselection.
Black is thedefault foregroundcolor.

Background

Selectthe desiredbackgroundcolor from thedropdown menu. Sixteencolorsareavailablefor your
selection.White is thedefaultbackgroundcolor.
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Selection

Usethedropdown menuto selectthecolor thatwill beusedasthebackgroundcolor whenselecting
text with themouse.Sixteencolorsareavailablefor yourselection.Tealis thedefaultselectioncolor.

Disconnected

Usethedropdown menuto selectthecolor thatwill beusedasthetext color in a terminalwindow that
hasno connectionto a remotehostcomputer.Sixteencolorsareavailablefor your selection.Gray is
thedefault text color for a disconnectedterminalwindow.

Cursor Color

Selectthedesiredcursorcolorfrom thedropdownmenu.Sixteencolorsareavailablefor yourselection.Blue
is thedefault cursorcolor.

ANSI Colors

With ANSI control codesit is possibleto changethe color of text in a terminalwindow. With the ANSI
Colorssettingyou canselectif you want to allow this featureor not. Evenif you disableANSI colors,you
canstill selectyour favorite text andbackgroundcolorsto beusedin theterminalwindow.

EnableANSI Colors

ChecktheEnableANSI Colorscheckboxto allow ANSI colorsto beusedin theterminalwindow.

ReverseColors

By reversingthedisplaycolorsyou canquickly changethedisplayfrom positive (darkon light) to negative
(light ondark)to improvevisibility.

ReverseVideo

Checkthe ReverseVideo checkboxto changethe foregroundcolor into backgroundcolor andvice
versa.Thissettingaffectsthewholeterminalwindow assoonasyou click theOK button.

2.5.4 UserKeys

The key pairsusedin public key authenticationcanbe managedusingthe UserKeys pageof the Settings
dialog.

Note thatyour privatekeys shouldalwaysbekeptsecret.This is importantto rememberif you aresharing
your local computerwith otherusers.In suchcase,it is not advisableto storeyour privatekeys in the local
disk. For moreinformationon thekey files,seesection3.6(UsingPublicKey Authentication).
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Figure2.13:TheUserKeyspageof theSettingsdialog.

GenerateNewKeypair

Click theGenerateNew Keypairbuttonto createa new publicandprivatekey pair. Thiswill bring up
theKey GenerationWizard.For moreinformationonthisprocedure,seesection3.3.1(Key Generation
Wizard).)

DeleteKeypair

Selectakey file from theprivatekey file list andclick theDeletebuttonto deletethekey file from your
localcomputer.

Export Keypair

Selectakey file from theprivatekey file list andclick theExportKeypairbuttonto export thekey pair.
A SelectFolderdialogwill open,allowing you to specifythetargetlocation.

Import Keypair

Click the Import Keypair button to import a keypair. The Import Keypair - SelectFiles dialog will
open,allowing you to locatethekeypair to beimported.

View Public Key

Selecta previously generatedprivatekey file from the privatekey file list andclick the View Public
Key buttonto displaythecorrespondingpublickey. Thepublickey file will bedisplayedin Notepad.

ChangePassphrase

Selecta previously generatedprivate key file from the private key file list and click the Change
Passphrasebuttonto changethepassphrasefor thekey.
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Upload Public Key

Clicking theUploadPublicKey buttonwhile connectedto a remoteserver will automaticallyupload
the selectedpublic key. For more informationon this procedure,seesection3.5 (UploadingYour
PublicKey).

Privatekey file list

Theprivatekey file list shows thefiles usedto storeyour privatekeys. Thepublic keys arenot displayed,as
they have thesamefile namesastheprivatekeys,but they have .pubfor file extension.

PrivateKeyFile Name

ThePrivateKey File Namecolumndisplaysthefile namesof yourprivatekeys.

Comment

TheCommentcolumndisplaysthecomments(if any) associatedwith yourprivatekeys.

2.5.5 Host Keys

Thehostpublic keys usedin remotehostauthenticationprocesscanbemanagedusingtheHostKeys page
of theSettingsdialog.Thekeysarelistedin thehostkey file list.

Figure2.14:TheHostKeyspageof theSettingsdialog.
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View

Selecta hostkey file from thehostkey file list andclick theView buttonto displaya hostkey. Alter-
natively you canjustdoubleclickon thekey file name.

Export Key

Selecta hostkey andclick theExportKey buttonto export a hostkey. TheSelectFolderdialogwill
open,allowing you to specifythetargetlocation.

Import Key

Click theImport Key buttonto import hostkey. TheImport Hostkeys - SelectFilesdialogwill open,
allowing you to locatethehostkey to beimported.

Delete

Selecta hostkey file from thehostkey file list andclick theDeleteto deletea hostkey.

Host keyfile list

Thehostkeys in yourpossessionaredisplayedin thehostkey file list.

Host Name

TheHostNamecolumndisplaysthehostnamesof yourhostkeys.

Port

ThePortcolumndisplaystheportsusedby theconnectionsassociatedwith eachhostkey.

File Name

TheFile Namecolumndisplaysthefile nameof eachhostkey file.

Fingerprint

TheFingerprintcolumndisplaysthefingerprintof eachhostkey file. Thefingerprintis representedus-
ing theSSHBabbleformat,andit consistsof apronounceableseriesof five lowercaselettersseparated
by dashes.

2.5.6 File Transfer

Thedefault file transfersettingscanbeconfiguredusingtheFile Transferpageof theSettingsdialog. The
new settingswill affectsubsequentlystartedFile Transferwindows.

Show Root Folder

ChecktheShow RootFoldercheckboxto show theroot folder in theFile Transferwindow by default.

Show Hidden Files

ChecktheShow HiddenFilescheckboxto show hiddenfiles in theFile Transferwindow by default.
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Figure2.15:TheFile Transferpageof theSettingsdialog.

Confirm Delete

ChecktheConfirmDeletecheckboxif you wanttheFile Transferutility to askfor confirmationwhen
deletingfilesor folders.

Confirm Overwrite

Checkthe Confirm Overwritecheckboxif you want the File Transferutility to askfor confirmation
whenyou try to transfera file thatalreadyexistsin thetargetsystem.

CloseProgressDialog On Success

Checkthe CloseProgressDialog On Successcheckboxif you want that the DownloadandUpload
dialogscloseautomaticallywhenfinished.

PreserveOriginal File Time

Checkthe Preserve Original File Time checkboxif you want that the transferredfiles retain their
original timeanddatestampvalues.If this optionis not selected,thetransferredfiles will bestamped
with thetimeof thetransfer.

Display Items by Using

With the Display Itemsby Using settingyou canselectthe default view for the File Transferwindow by
choosingoneof thefour possibleviews.

Lar geIcons
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SelecttheLargeIconsoptionto displaytheFile Transferfile view asaLargeIconsview. Eachfile and
folderhasa largeiconassociatedwith it, makingfor a clearanduncluttereddisplay.

Small Icons

SelecttheSmallIconsoptionto displaytheFile Transferfile view asaSmallIconsview. Eachfile and
folder hasa small icon associatedwith it. This makesit possibleto displayseveral timesmoreitems
thantheLargeIconsview.

List

SelecttheList option to displaytheFile Transferfile view asa List view. Eachfile andfolder hasa
small icon associatedwith it, andthefiles andfoldersaredisplayedin onesinglecolumnunderneath
eachother.

Details

SelecttheDetailsoptionto displaytheFile Transferfile view asa Detailsview. Thefiles andfolders
aredisplayedwith a small icon, their file name,file size,file type, their last modificationdateand
attributesvisible.

By clicking ontheName,Size,TypeandModifiedsortbarslocatedontopof theFile view, youcansort
thefiles andfoldersbasedon their file name,file size,file typeandthe time they werelastmodified.
Clicking thesamesortoptionagainreversesthesortingorder.

Notethatthesortfunctionis notcasesensitive: uppercasetext is sortedtogetherwith lowercasetext.

Thefile typeassociationsarederivedfrom theyour localcomputer. If youhavedefinedanew file type
descriptionfor fileswith acertainfile nameextension,alsothefiles in theremotecomputerareshown
to beof thatfile type.Thismakesit easyto recognizeparticularfile typesalsoon thehostcomputer.

Missing File Association

TheSSHSecureShell for WorkstationsWindowsclient usesfile typeassociationsin thesameway asWin-
dows Explorerdoes.Whenyou doubleclicka file in theFile Transferwindow, it will beopenedusingthe
applicationwith which its file typehasbeenassociated.

All file typesarenotassociatedwith any application.With this field you candefinewhatapplicationwill be
usedto openafile thathasnofile typeassociation.Thedefaultapplicationis Notepad,which is a reasonable
choicefor filescontainingtext.

To changethe default associationfor unknown file types,click the button next to the text field. A Select
Applicationdialogwill bedisplayed,allowing you to selectthedesiredapplication.

Formatting string for file time

In theformattingstringfield you cantypea stringthatpresentshow thetimeanddatestampsof thefiles are
displayedin theFile Transferwindow. Thedefault valueis %c, which meansthat thedateandtime will be
presentedin theformatdefinedin theWindowscountrysettings(locale).
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To changetheformatof thetime anddatestamps,replacethedefault valuewith a stringconsistingof some
of thefollowing charactercombinations.

%a

Abbreviatedweekdayname

%A

Full weekdayname

%b

Abbreviatedmonthname

%B

Full monthname

%c

Dateandtimerepresentationappropriatefor locale

%d

Dayof monthasdecimalnumber(01 - 31)

%H

Hour in 24-hourformat(00- 23)

%I

Hour in 12-hourformat(01- 12)

%j

Dayof yearasdecimalnumber(001- 366)

%m

Monthasdecimalnumber(01- 12)

%M

Minuteasdecimalnumber(00- 59)

%p

Currentlocale’sA.M. / P.M. indicatorfor 12-hourclock

%S

Secondasdecimalnumber(00- 59)

%U

Weekof yearasdecimalnumber, with Sundayasfirst dayof week(00- 53)

%w

Weekdayasdecimalnumber(0 - 6; Sundayis 0)
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%W

Weekof yearasdecimalnumber, with Mondayasfirst dayof week(00 - 53)

%x

Daterepresentationfor currentlocale

%X

Timerepresentationfor currentlocale

%y

Yearwithoutcentury, asdecimalnumber(00- 99)

%Y

Yearwith century, asdecimalnumber

%z, %Z

Time-zonenameor abbreviation;nocharactersif timezoneis unknown

%%

Percentsign

2.5.7 Fir ewall

Thefirewall settingscanbeconfiguredusingtheFirewall pageof theSettingsdialog.Thefirewall shouldrun
SOCKSversion4 software.

Fir ewall Name

Typethenameof thefirewall server in theFirewall Namefield.

Port

Typetheportusedby thefirewall in thePortfield.

2.5.8 Security

ThesecuritysettingscanbeconfiguredusingtheSecuritypageof theSettingsdialog.

Clear Host Name

SelecttheClearHostNamecheckboxto avoid displayingthepreviousremotehostcomputernamein
thelogin dialog.

Clear UserName

SelecttheClearUserNamecheckboxto notdisplaytheprevioususernamein thelogin dialog.
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Figure2.16:TheFirewall pageof theSettingsdialog.

Figure2.17:TheSecuritypageof theSettingsdialog.

Empty Clipboard on Exit

SelecttheEmptyClipboardonExit checkboxto removefrom theclipboardanythingthatwasrecently
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copiedusingthecutandpasteEdit operations.

Empty Scrollback Buffer on SessionClose

SelecttheEmptyScrollbackBuffer on SessionClosecheckboxto emptyany remainsof theterminal
outputfrom thescrollbackbuffer.

SSH1Connections

FromSSHSecureShellfor WorkstationsWindowsclientversion2.2.1onwards,youcanconnectalsoto SSH
version1 (SSH1)servers. With theSSH1Connectionsselectionyou candecideif you want to allow SSH1
connections,deny them,or issuea warningwhenconnectingto a remotehostcomputerthatis usingversion
1 of theSSHprotocol.

SSHversion2 (SSH2)is a moreadvancedandsecureprotocol than the legacy versionSSH1. For more
informationon usinganSSH1connection,seetheSSHwebsitehttp://www.ssh.com/products/

ssh/ssh1.html .

NotethatwhenusinganSSH1connection,multiple terminalwindowsandthefile transferoperationsarenot
available.

Allow

Selectthisoptionto allow alsoSSH1connections.

Warn

Selectthisoptionto issuea noticewhenanSSH1connectionis made.

Deny

Selectthisoptionto disallow SSH1connections.

2.5.9 Printing

Theprint settingscanbeconfiguredusingthePrintingpageof theSettingsdialog.(PrintSettingscanalsobe
selectedfrom theFile menuof theterminalwindow.)

Printer Font

Selectthe font andfont sizeto beusedin theprintedoutput. Any non-proportionalfont installedon
yoursystemcanbeselected.

Mar gins

Selectthe width of the blank borderaroundthe pageon printed output. The margins for the top,
bottom,left andright of thepagecanall bespecifiedindividually. Thedefault valuefor all marginsis
10millimeters.
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Figure2.18:ThePrintingpageof theSettingsdialog.

Header& Footer

Selectwhatadditionalinformationappearson theprintedpages.

Title appearsat the top left of the pageanddisplaysthe title of the terminalwindow (for example:
remotehost - SSH Secure Shell ).

Dateappearsat the top right of the pageanddisplaysthe dateandtime whenthe pagewasprinted
(for example: 07 December 2000, 05:47 ). The dateandtime format is the sameasusedin
Windows.

PageNumberappearsat thebottomright of thepage(for example:Page 1 of 2).

2.6 Customize

SelecttheCustomizeoption from theView menuto modify themenuoptions,toolbars,menusettingsand
generalsettings.

Notethatyou canhaveonly oneterminalwindow openwhenusingtheCustomizeoption.

Click on thetabson thetopof thedialogto switchbetweendifferentpages:

Commandstab
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Figure2.19:UsetheCustomizedialogto modify theuserinterfacesettings.

SelecttheCommandstabto move individualmenuoptions.Selectthemenucategory from thelist on
theleft, andthenusethemouseto dragmenuoptionsinto themenusor toolbarsdisplayedin theSSH
SecureShellwindow.

Toolbars tab

SelecttheToolbarstabto definewhich toolbarsaredisplayedon theSSHSecureShellwindow.

If you have madeany changes,you canselectthe toolbarsyou want resetandthenclick the Reset
button to returnthe default toolbarconfiguration.Click the ResetAll button to resetall the toolbars
andmenus.

Selecteitherthe Profilesor Toolbaroptionandthencheckthe Show text labelscheckboxto display
text labelson thesetoolbars.Text labelsclarify thetoolbaricons,but alsotakeupspace.

Menu tab

SelecttheMenutabto definethemenusettings.

Click theResetbuttonto resetthemenusto theiroriginalconfiguration.

Usethe Context Menusdropdown menuto displayany of the shortcut(or popup)menus:terminal
shortcutmenu,file transfershortcutmenu1 (displayedwhenyou do not have a file selected)or file
transfershortcutmenu2 (displayedwhenyouhaveselecteda file). Thenyoucanclick theCommands
tab anddragmenuoptionsinto the shortcutmenus(andremove items from the shortcutmenusby
draggingthemoff themenu).

UsetheMenuanimationdropdown menuto selectthetypeof menuanimations.Theavailableoptions
areNone,Unfold, SlideandFade.

SelecttheMenushadow checkboxto displayshadowsunderopenmenus.
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Options tab

SelecttheOptionstabto changegeneraluserinterfaceoptions.

Selectthe Show ScreenTips on toolbarscheckboxto displaya shorthelp text, whenyou placethe
mousepointerovera toolbarbutton.

SelecttheShow shortcutkeys in ScreenTipscheckboxto seethepossiblekeyboardshortcutdisplayed
in additionto theshorthelptext.

SelecttheLargeIconscheckboxto displaybig toolbaricons.

Selectthe Look 2000 checkboxto enableWindows 2000style featuresin the userinterface. This
optionhasonly minimaleffects,andit affectsmainly thestyleof toolbarhandles.

Help

Click theHelp buttonto displaytheonlinehelp.

Close

Click theClosebuttonto stopthecustomizationprocess.
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Chapter 3

Connecting

SSHSecureShell for WorkstationsWindows Client makesit easyto establishconnectionsto new remote
hostcomputers,andto managethesettingsrequiredfor eachdifferenthost.

TheQuick Connectoptionallows you to createnew connectionsfast,minimizing thehassleassociatedwith
configuringeachconnection.It is easyto definea profile for new hosts,andsave just the right settingsfor
each.

3.1 Quick Connect

SelecttheQuickConnectoption(from thetoolbaror from theFile menu)to establishacompletelynew SSH
connectionthatcanbeoperatedindependentlyof any otherclientsandconnections.You canconnectto an
entirelynew remotehostcomputerandstill keeptheold connectionto a differenthostopen.

TheConnectto RemoteHostdialogwill open,automaticallyfilled in with thevaluesdefinedin thedefault
configurationfile (default.ssh2 ). Thereforeit makessenseto usethe Settingsdialog (seesection2.1
(Saving Settings))to setthemostcommonlyusedoptionsandsave themin thedefault.ssh2 configura-
tion file.

When you needto establisha new connection,just click the Quick Connectbutton to connectto a new
hostwith the default settings. Whenconnected,you canthencustomizethe settingsto matchyour exact
requirementsfor thisparticularhostandsave thesettingsasthishost’sprofile (seesection3.2( Profiles)).

But thereis anevenfasteralternative. Whenyou login usingthedefault settings,theAdd Profiledialog is
briefly andnon-intrusively shown. Click on thedialogandwrite in thenamefor thenew profile. Whenyou
presstheEnterkey, theprofile is automaticallysaved. It is accessiblefrom theProfilesmenu,andcanlater
befully customized.
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3.2 Profiles

If you habituallyconnectto morethanjust oneremotehostcomputers,you probablywant to have different
settingsdefinedfor eachhost.Profilesmake it easyto managedifferenthostconfigurations.

Youcanhaveanunlimitedamountof differentprofilescustomizedfor differentconnections.

NotethattheSSHSecureShellfor WorkstationsWindowsclientconsiderstheprofilesastheuser’spersonal
dataandsavestheprofile definitionfiles in thepersonalfolderof theuser. This meansthateveryuserof the
localcomputercanhavehisor herown profiles,withoutaffectingotherusersof thesamecomputer.

SelecttheProfilesoption(from thetoolbaror theFile menu)to eitheradda new profile definitionor edit an
alreadydefinedprofile.

3.2.1 Add Profile

Adding a new profile is extremelyeasy. Whenyou have connectedto a new hostcomputer, selecttheAdd
Profileoption.TheAdd Profiledialogwill open.

Figure3.1: Justtypein a namefor thenew profileandyou areready!

Typeanamefor theprofile (thenameof thehostcomputeris agoodchoice)andpressEnter. Youareready!

Whenyou laterwantto connectto thesamehost,just selectits profileundertheProfilesoption.Youwill be
immediatelyconnected,with all thesettingsin theirproperplaces- evenincludingthenumberandpositions
of SSHSecureShellwindows.

By usingprofiles,you canhave just the right connectionsettingsfor eachhost,with no hassleor defining
complicatedconfigurationsettings.It’s thatsimple.

3.2.2 Edit Profiles

Click the Edit Profilesoption to modify profilesthat you have saved earlier. The Edit Profilesdialog will
open,allowing you to editall thehostspecificsettingsassociatedwith thisparticularconnection.

Click on thetabson thetop of thepageto switchbetweenpages.For a closerlook on thesettingsdisplayed
undereachtab,seesections2.4.1(Connection),2.4.3(Keyboard),2.4.2(CipherList), 2.4.4(X11 Tunneling)
and2.4.5(OutgoingTunnelingandIncomingTunneling).

You can make changesto several profiles at the sametime by changingthe profile with the profile tree
displayedon theleft handsideof theEdit Profilesdialog.

c
�

2000SSHCommunicationsSecurityCorp SSHSecureShellWindowsClient



3.2. Profiles 47

Figure3.2: UsetheProfilesdialogto customizesettingsfor eachhostcomputer.

Whenyouarefinishedwith thesettings,youcanclick theOK buttonto savethenew profiledefinition,or the
Cancelbuttonto changeyourmindandabortyourchanges.

ProfilesShortcut Menu

Click theprofile treewith theright mousebutton,anda shortcutmenuwill open.

If yourightclick ona profile,youcanselectfrom thefollowing options:

Connect

Selectthe Connectoption to immediatelyconnectto the remotehost computerassociatedwith the
profile.

Copy

SelecttheCopy optionto copy theprofile definition into theclipboard.Now you canclick anempty
locationin theprofile treeandpastea copy of theprofile there.

Cut

SelecttheCut option to remove theprofile from its presentlocationin theprofile tree. Now you can
click anemptylocationin theprofile treeandpastetheprofile there.

Delete
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SelecttheDeleteoption to remove theprofile. A ConfirmDeletedialogwill open,askingif you are
surethatyouwantto erasetheselectedprofile.

Rename

SelecttheRenameoptionto typein a new namefor theprofile. It is a goodideato give eachprofilea
descriptivename,sothattheprofilesareeasyto recognizelateron.

If you rightclick onanemptyspoton theprofile tree,youcanselectfrom two options:

Paste

SelectthePasteoptionto pasteaprofile thatyou havecopied.

NewFolder

SelecttheNew Folderoptionto createa new folder in theprofile tree.

OrganizingProfiles

If you have defineda long list of profiles, it may be a goodideato organizetheminto folders. Click the
profile list with theright mousebutton,andselecttheNew Folderoptionto createa new folder in theprofile
treestructure.Typea namefor thenew folder.

Now you can usethe mouseto draganddrop the profilesand arrangetheminto foldersso that you can
quickly find theprofilesyouneed.

Figure3.3: Creatinga new folder for betterorganization.

3.3 KeyGeneration

If you aregoing to connectto a remotehost computerusing public key authentication,you will have to
generateyourkey pairbeforeconnecting.

Publickey authenticationis basedontheuseof digital signatures.Eachusercreatesapairof ’key’ files. One
of thesekey files is theuser’spublic key, andtheotheris theuser’s privatekey. Theserverknowstheuser’s
publickey, andonly theuserhastheprivatekey.
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Whentheusertriesto authenticateherself,theserverchecksfor matchingpublickeysandsendsa challenge
to theuserend.Theuseris authenticatedby signingthechallengeusingherprivatekey.

Rememberthatyour privatekey file is usedto authenticateyou. Never exposeyour privatekeys. If anyone
elsecanaccessyourprivatekey file, they canattemptto login to theremotehostcomputerasyou,andclaim
to beyou. Thereforeit is extremelyimportantthatyou keepyour privatekey file in a secureplaceandmake
surethatnooneelsehasaccessto it.

Do not usepublic key authenticationon a computerthat is sharedwith otherusers.Generatekeys only on
yourpersonalcomputerthatnooneelsecanaccess!

In orderto usepublic key authentication,you mustfirst generateyour own key pair. You cangenerateyour
own key fileswith thehelpof abuilt-in key generationwizard.

3.3.1 KeyGenerationWizard

To generatea new key pair,opentheSettingsdialogandselecttheUserKeys page.Thenclick theGenerate
New Keypairbuttonto run thekey generationwizard.

The wizard will generatetwo key files, your privatekey andyour public key. The privatekey file hasno
file extension,andthe public key hasthe samebasefile nameasthe privatekey, but with .pub asthe file
extension.Thekey fileswill bestoredin your localcomputer, in theuserprofiledirectory.

Figure3.4: TheUserKeyspagewith two key pairsalreadygenerated.
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3.3.2 KeyGeneration- Start

TheKey Generation- Startpagecontainsimportantinformationaboutsafetymeasures.Readthe text and
click theNext button.

Figure3.5: TheStartpageof thekey generationwizard.

3.3.3 KeyGeneration- KeyLength

On theKey Generation- Key Lengthpageyou candecidehow long (i.e. how complicated)you wantyour
keys to be. Long keys aremoresecure,while usingshortkeys is somewhatfaster. Thedefault valuefor key
lengthis 1024bits.

UsetheKey Lengthdropdown box to selectthedesiredkey length. Valid optionsare768,1024,2048and
3072bits. Thenclick theNext buttonto startthekey generationprocess.

3.3.4 KeyGeneration- Generation

On theKey Generation- Generationpagethe computerwill generateyour key files. This cantake several
minutes,dependingon thechosenkey lengthandtheprocessorspeedof thecomputer.

During thekey generationphasean animationof randombits is displayed.Whentheprocessis ready, the
Next buttonis ungrayedandyoucanproceedto thenext phaseby clicking it.
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Figure3.6: TheKey Lengthpageof thekey generationwizard.

Figure3.7: Key generationin process.

3.3.5 KeyGeneration- Enter Passphrase

On theKey Generation- EnterPassphrasepageyou canprovide informationdescribingthegeneratedkey
pair, andprotectthefiles with a passphrase.
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Figure3.8: Enteringa passphrasefor a newly generatedkey pair.

File Name

Typea namefor thekey file in theFile Namefield.

Comment

In theCommentfield you canwrite a shortcommentthatdescribesthekey pair - you canfor example
describetheconnectionthefiles areusedfor. Thisfield is notobligatory, but canbequiteuseful.

Passphrase

Typeaphrasethatyouhaveto enterwhenhandlingthekey. Thispassphraseworksin asimilarwayto
apasswordandgivessomeprotectionfor yourprivatekey.

Make the passphrasedifficult to guess. Use at least8 characters,both lettersand numbers. Any
punctuationcharacterscanbeusedaswell.

Memorizethepassphrasecarefully, anddonotwrite it down.

Passphrase

Typethepassphraseagain.Thisensuresthatyouhavenotmadea typingerror.

Whenyou have typedin at leastthefile nameandthepassphrase(twice), you canclick theNext buttonto
proceedto thenext phase.
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3.3.6 KeyGeneration- Finish

TheKey Generation- Finishpagedisplaysimportantinformationon theuseof thekey files.

Thenew publicandprivatekeys have beengenerated.They arecurrentlystoredon your local computer. To
usethesekeysfor publickey authentication,youhaveto uploadthepublickeysto theremotehostcomputer.
If youareconnectedto a remotehost,youcanautomaticallyhaveacopy of yournew publickey uploadedto
theserverby clicking on theUploadPublicKey button.Thepublickey file canbeuploadedata laterdateas
detailedin the3.5(UploadingYourPublicKey) section.

Click theFinishbuttonto exit thekey generationwizard.

Figure3.9: Keyshavenow beengenerated.

3.4 Connectingto a RemoteHost Computer

To connectto a remotehostcomputer,click theConnecticon on thetoolbar, selecttheConnectoptionfrom
theFile menu,or justhit Enteror Spaceonthekeyboardwhenthe(still disconnected)clientwindow is active.
Thisbringsup theConnectto RemoteHostdialog.

Whenyou connectto a remotehostcomputerfor the first time, the hostwill provide your local computer
with a hostpublic key. Thehostkey is thepublic key for identifying theremotehostcomputerthatyou’re
connectingto.

Thisprocesswill bringup theHostIdentificationdialog.
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3.4.1 Host Identification Dialog

Whenyouconnectto aremotehostcomputerfor thefirst timeusingpublickey authentication,thehostsends
your localcomputerits publickey in orderto identify itself.

To help you to verify the host’s identity, the Host Identificationdialog displaysa fingerprintof the host’s
public key. Thefingerprintis representedusingtheSSHBabbleformat,andit consistsof a pronounceable
seriesof fivelowercaselettersseparatedby dashes.If youhavereasonto suspectthatthepublickey youhave
receivedmaybeforged,youcanfor examplephonethesystemadministratorof theremotehostmachineand
checkif thefingerprintis correct.

If yourwork requiresthestrictestdegreeof absolutesecurityandyoucannottrustthenetwork thatwasused
to deliver thehostkey, youcanaskthesystemadministratorof theremotehostcomputerto deliverthehost’s
public key to you personally, for exampleon a diskette. This way thekey is never passedover thenetwork
andyou canbe absolutelysurethat it hasnot beenforged. Whenusingthat hostkey with an SSHSecure
Shellconnection,you canbesurethatyou areconnectingto thecorrecthostandthat thereis no possibility
of outsideintrusion.However, for ordinaryusethisprocedurecanbeseenasoverkill.

TheHostIdentificationdialogasksif you wantto storethehostkey on your local computer. If you connect
regularly to thehost,you’ll probablywantto keepthekey. Thispreventsanattackwheresomeonecansteal
yourconnection.

Figure3.10:TheHostIdentificationdialog.

Yes

Youcansave thehostkey to thelocaldatabaseby clicking Yes.

No

You cancontinuewithout saving thehostkey by clicking No. If you choosenot to save thehostkey
locally, youwill beaskedto themakethisselectionagainnext timeyouconnectto thishost.

Cancel

You canalsocancelthe connectionby clicking on the Cancelbutton. This causesan authentication
failure,andtheconnectionwill becanceled.
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Help

Click theHelp buttonto view theonlinehelp.

If you save the hostkey, you do not have to go throughthis procedureagainthenext time you login. The
host’spublickey will still becheckedwith eachconnection,but thiswill bedoneautomatically, withoutuser
intervention.

Theknown hostkeyswill besavedin a localdatabasethatis specificto eachuserof thelocalcomputer. This
wayeachuserwill build apersonaldatabaseof thepublickeysof known andtrustedhosts.

3.4.2 Connectto RemoteHost Dialog

The Connectto RemoteHost dialog allows you to specifythe hostname(or IP address),username,port
numberandauthenticationmethodfor thenew connection.

Figure3.11: Identify yourselfto theremotehostcomputer.

Theclient remembersyour previousconnection.If you aregoingto reconnectto thesamehost,you do not
have to typein all of thesameinformationall overagain.

Host Name

Enter the name(or IP address)of the remotehost computerin this field. Unlessthis is your first
connection,the Host Namefield shows the nameusedin the previous connection. If you want to
connectto thesamecomputeraspreviously, you donothave to edit thisfield.

UserName

Enteryour usernameasusedin the remotehostcomputer.Unlessthis is your first connection,the
UserNamefield shows the nameusedin the previousconnection.If you want to connectusingthe
sameusernameaspreviously, youdonothave to edit thisfield.

Port Number

Type the numberof the port usedin the connectionin the Port Numberfield. The port usedin the
previousconnectionis alreadyfilled in.

Authentication Method

Selectthe desiredauthenticationmethodfrom the pulldown menu. Possibleauthenticationmethods
arePassword,PublicKey, SecurIDandCustom.
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Password

Whenyou login usingpassword authentication,you will have to typeyour password eachtime
youestablishanew connectionto theremotehostcomputer.

Public Key

Publickey authenticationis basedon theuseof digital signatures.If you wantto usepublic key
authentication,first youwill needto createapairof ’key’ files(seesection3.3(Key Generation)).

Beforeyou canlogin usingpublic key authentication,you have to uploadyour public key to the
remotehostcomputer(seesection3.5( UploadingYourPublicKey)).

For moreinformationon theuseof public keys, seesection3.6 (UsingPublicKey Authentica-
tion).

SecurID

UsingSecurIDauthenticationrequiresthatyouhaveaSecurIDdevicethatgeneratesthenumeric
codesthatareneededto login.

Custom

The customauthenticationmethodcan be definedusing the Connectionpageof the Settings
dialog(seesection2.4.1(Connection)).

Connect

Click theConnectbuttonto connectto theremotehostcomputer.

Cancel

Click theCancelbuttonif youchangeyourmindandwantto aborttheconnection.

3.5 Uploading Your Public Key

If you want to usepublic key authenticationwhen connectingto the remotehost computer,you have to
uploadyour public key to thehost. If you have not yet generatedyour own public key, seesection3.3 (Key
Generation).

Publickeyscanbeuploadedautomaticallyto a server. After a connectionhasbeenmadeto a remotehost,a
UserKeypair canbeselectedfrom theUserKeyssettingsscreen.Clicking on theUploadPublicKey button
will displaythedialogboxbelow beforeautomaticallyuploadingthepublickey to thespecifieddirectoryand
addinganentryfor it to theauthorization file.

If you do not usethe automaticuploadfacility, you will needto placeyour public key file in the .ssh2

subdirectoryin yourhomedirectoryontheremotehostcomputer. Theauthorization file residingin the
.ssh2 directorymustbeeditedto take thenewly transferredkey into use.

DestinationFolder

Thisis thesubdirectoryontheserverwherethepublickey file will beuploadedto. If thisdirectorydoes
not exist thenit will becreatedunderyour homedirectoryon theserver. e.g. ˜username/.ssh2 .
Thedefault valueis .ssh2
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Figure3.12:TheUploadingPublicKey dialog.

Authorization File

This is thefile on theserver thatcontainsdetailsof your public keys.. If this file doesnot exist thenit
will becreated.Thedefaultvalueis authorization

View Authorization File

Checkingthis box will allow you to view andedit theauthorization file beforeit is uploadedto
theserver.

3.5.1 Manually Copying the KeyFile

Theeasiestwaytomanuallycopy yourpublickey file is toopentheProfileSettingspageof theSettingsdialog
(selecttheSettingsoptionfrom theEditmenu)andto click theBrowsebuttonnext to theUserSettingsFolder
field.

The folder containingyour usersettingsis opened.The folder containsa subfoldercalledUserKeys. Dou-
bleclickon theUserKeysfolder to openit.

Thefolder containingyour userkeys is opened.Selectthefile thatcontainsthepublic key thatyou wantto
copy to theremotehostcomputer.Notethatthepublickey hasthefile extension.pub . Be carefulthatyou
copy thefile with the .pub extension,andnot a similarly namedfile without a file extension(which would
beyourprivatekey thatyouhave to keepsecure)!

Copy thefile to theWindowsclipboardby pressingControl+C onthekeyboard,or by clicking thefile icon
with theright mousebuttonandselectingCopy from theshortcutmenu.

Now connectto the remotehost server and opena file transferwindow, as describedin chapter5 (File
Transfer).

Your homedirectoryshouldcontaina subdirectorynamed.ssh2 . If you do not seethe .ssh2 directory,
checkthatyouhave theShow HiddenFilesoptionselectedfrom theView menu.
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Enterthe.ssh2directoryandcopy thekey file therefrom theclipboard(pressControl+V on thekeyboard
or click theright mousebuttonandselectPastefrom theshortcutmenu).

3.5.2 Manually Editing the Authorization File

After you have uploadedyour public key to the remotehostcomputer,connectto the hostusingthe SSH
SecureShell client’s terminalwindow. Your homedirectoryshouldcontaina .ssh2subdirectory(notethat
thefirst characterof thefoldernameis a full stop).

First make surethat your currentdirectoryis your homedirectory. Type the following commandafter the
remotehostcomputercommandpromptandpresstheEnterkey:

cd

Thenenterthe.ssh2subdirectoryby issuingthefollowing commandafterthecommandprompt:

cd .ssh2

The .ssh2directoryshouldcontaina text file calledauthorization . You have to edit thatfile andadd
your publickey file nameon a separateline in thatfile. If theauthorization file doesnot yet exist, you
will createit now.

Startyour favorite text editorby typing authorization asa parameterafter thenameof thetext editor.
For example,if yourfavoritetext editoris Pico,typethefollowingaftertheremotehostcomputer’scommand
prompt:

pico authorization

Whenin thetext editor, adda new line containingtheword key , a spaceandthepublic key file name.For
example,if thepublickey file nameis public key.pub , addthefollowing line to theauthorization

file:

key public_key.pub

Now save the authorization file andexit the text editor. Whenyou login the next time, public key
authenticationshouldbeworking. If it is not, checkthatyou have typedthepublic key file namecorrectly
in theauthorization file, andthat thecorrectpublic key file is locatedin the .ssh2 directoryon the
remotehostcomputer.
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3.6 UsingPublic KeyAuthentication

Whenyou connectto a remotehostcomputerusingpublic key authentication,you will first seetheConnect
to RemoteHostdialog. Whenyou hit theEnterkey, public key authenticationwill beattemptedandif that
fails theclientwill try passwordauthentication.

If thereis a suitablepublic key, theEnterPassphrasefor PrivateKey dialog shouldbeshown. This dialog
indicatesthattheremotehostcomputeris willing to acceptyourpublickey to authenticateyou. If youdonot
seetheEnterPassphrasefor PrivateKey dialog,checkthatyou have properlyuploadedyour public key, as
describedin section3.5(UploadingYourPublicKey).

Typein thepassphraseassociatedwith thiskey. Youdefinedthepassphrasewhenyoucreatethepublickey -
seesection3.3.5(Key Generation- EnterPassphrase)for moreinformation.

(If youagainjustpresstheEnterkey, thekey will notbeusedandthesystemwill askyourpasswordinstead.)

If youenterthecorrectpassphrase,youwill connectto theremotehostcomputer.

Note that in somecasesthe remotehostcomputermaybeconfiguredto usebothpublic key authentication
andpasswordauthenticationfor increasedsecurity. In thatcaseyou will first have to typein your password,
andafterthatto alsousepublickey authentication.

The authenticationsequenceabove assumesthat the client is configuredto useany 2.4.1 (authentication
method).

3.7 CommandLine Options

For somepurposesit maybeusefulto operatetheSSHSecureShellfor WorkstationsWindowsClient from
thecommandline (commandprompt).

TheSSHSecureShellclientcommandline syntaxis:

sshclient [-r] [-p port] [-u user] [-h host] [profile.ssh2]

Thefollowing commandline optionscanbeusedto definetheconnectionparameters:

-r

The-r optionwill resetall customizationsmadeto theuserinterface(toolbarsandmenus).A confir-
mationdialogwill bedisplayed.

-p [port number ]

The-p optionspecifiestheportnumberusedfor theconnection.If thisoptionis notspecified,theport
numberdefinedin thedefaultprofilewill beused.
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-u [user name ]

The-u optionspecifiestheusernamefor theconnection.If this optionis not specified,theusername
definedin thedefaultprofilewill beused.

-h [host name ]

The-h optionspecifiesthehostnamefor theconnection.If this optionis not specified,thehostname
definedin thedefaultprofilewill beused.

[pr ofile.ssh2 ]

If a profile is specified,it mustthe lastoption on thecommandline. Any commandline parameters
will overridetheprofile settings.If no profile is specified,thedefault profile (default.ssh2 ) will
beused.

For example,thefollowing commandwould immediatelystarta connectionto a hostcalledremotehostand
connectasguest. The port numberis not specified,so the connectionwould usethe port specifiedin the
defaultprofile.

sshclient -h remotehost -u guest

Thefollowing commandwouldimmediatelystartaconnectionto remotehostusingthesettingsdefinedin the
profilefile custom.ssh2 .

sshclient -h remotehost custom.ssh2

If thehostis not specified(usingthe-h option)andno profile is specified,the login dialogwill open,auto-
maticallyfilled with thevaluesspecifiedon thecommandline.

For example,thefollowing commandwoulddisplaythelogin dialogwith theportnumberalreadydefinedas
222andtheusernameasguest.

sshclient -u guest -p 222

Several othercommandline utilities areshippedwith the Windows client. For moreinformation,seethe
appendices(10(appendices)).
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Chapter 4

Terminal Window

Theterminalwindow is a securereplacementfor Telnetconnections.It offersa commandline interfaceto
theremotehostcomputer.Notethat themostimportantfunctionof the terminalwindow is to allow you to
operatetheremotehostcomputer. Thereforetheterminalwindow doesnot capturesomecommonkeyboard
shortcuts(suchasCtrl+C for copy), but passestheminsteadto theremotehostcomputer, wherethey canbe
usedto controlremoteprogramexecution.

Apart from the text display itself, a lot of connectioninformation is visible in title andstatusbarsof the
Terminalwindow.

Figure4.1: TheTerminalwindow.

4.1 Terminal Window Title Bar

Thetitle baris locatedon thetopof thewindow.

Theleftmostitem on thetitle bar is thewindow icon. Click it to displaythewindow menuor doubleclickit
to closethewindow.

The next item on the title bar is the window’s sequencenumber. This helpsyou to distinguishbetween
differentwindowsusingthesameconnection.
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Next onthetitle baris displayedtheremotecomputer’shostname.For example,asecondwindow associated
with a connectionto a hostcomputercalledremotewoulddisplayas2:remote .

After thehostname,thenext item on thetitle bar is thenameof thesettingsfile in use.If you arenot using
a settingsfile that hasbeensavedwith a specificfile name(usingthe Save As option on theFile menu),a
settingsfile calleddefault is in use.

Thelasttext itemon thetitle baris thenameof theclient,SSHSecureShell.

4.2 Terminal Window StatusBar

Thestatusbaris locatedat thebottomof theTerminalwindow. Whenbrowsingthroughthemenuoptionsor
toolbarbuttons,thestatusbardisplaysa shortcontext sensitivehelptext.

When the menusor toolbarsare not browsed, the left side of the statusbar indicatesto which remote
hostcomputeryou arecurrentlyconnected.If you arenot connected,the statusbar displaysthe text Not

connected - Press Enter/Space to connect .

Thenext statusbarfield showsthecurrentprotocolversion,encryptionalgorithm,andMAC algorithmsepa-
ratedby dashes(for example:SSH2 - 3des-cbc - hmac-md5). Notethatthestatusbardisplayssome
of thealgorithmnamesin a longerform thantheConnectionscreenof theSettingsdialog.

Thenext field displaysthenumberof columnsandrows of the terminalwindow. If you changethesizeof
theterminalwindow, thiswindow sizeindicatorwill beimmediatelyupdated.

Thenext field displaysthetext CAPif yourCapsLock key is currentlyon.

Thelastfield of theterminalwindow statusbardisplaysthetext NUMif yourNumLock key is currentlyon.

Figure4.2: Terminalwindow statusbar.

4.3 Terminal Window Shortcut Menu

Click theterminalwindow with theright mousebuttonto displaya shortcutmenu.By default, thefollowing
menuoptionsareavailable:

Copy

Copy text into theWindowsclipboard.

Paste

Pastetext from theWindowsclipboard.
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PasteSelection

Copy the currently selectedtext into the cursorlocation without first copying it into the Windows
clipboard.

SelectAll

Selectall of thescrollbackbuffer.

SelectScreen

Selectall text currentlydisplayedon thescreen.Therestof thescrollbackbuffer will notbeselected.

SelectNone

Cancelthecurrentselection.

Find

Searchfor text from thescrollbackbuffer.

NewTerminal

Opena new terminalwindow.

NewFile Transfer

Opena new File Transferwindow.

CloseWindow

Closethecurrentwindow.

Settings

OpentheSettingsdialog.

TheavailableoptionscanbeconfiguredusingtheCustomizedialog(seesection2.6(Customize)).
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Chapter 5

File Transfer

TheSecureShell2 Windowsclientmakesit easyandconvenientto transferfilesbetweenyourlocalcomputer
and the remotehost computer. You can uploadand downloadfiles by using an intuitive, graphicaluser
interfacesimilar in functionalityto theWindowsExplorer.

You canopentheFile Transferwindow by clicking on theNew File TransferWindow buttonon theSecure
Shell2 toolbar,or by selectingtheNew File Transferoptionfrom theWindow menu.

TheSecureShell 2 File Transfercontainsseveraluniquefeaturesthatmake securetransferoperationsfast
andeasy.

Note, however, that the SSHSecureShell for WorkstationsWindows client is not just an alternative to an
FTPclient. Youcannotfor exampleusetheSSH2client to login to anormal,insecureFTPhost.Theremote
hostcomputermustberunninganSSH2server.

Figure5.1: TheFile Transferdialog.
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5.1 Drag And Drop Operations

Youcanusedraganddropmouseoperationsto copy andmovefiles to andfrom theremotehostcomputer.

Thisworksin asimilarfashionto thestandardWindowsdraganddropoperations.If youholddown theShift
or Control keys whenselectingfiles with themouse,you canselectmultiple files andcopy themall at the
sametime. If youholddown theShift key, all thefilesandfoldersbetweenthefirst andlastselectionwill be
selected.If youholddown theControlkey, youcanselectindividualfilesandfoldersoneby one.

If you doubleclicka file, the file will be openedby using a customapplication. (Notepadwill be used
by default.) For more information on specifyingthe customapplication,seesection2.5.6 (Missing File
Association).

5.2 Multiple File Transfer Windows

You canhave an unlimitednumberof individual File Transferwindows openat the sametime. However,
only oneof themcanbeusedfor file transferata time.

5.3 Folder View

The directorystructureof the remotehost computeris visible on the left handpaneof the File Transfer
window. The directory structureis presentedas a tree-like folder structure,familiar from the Windows
Explorer.

Foldersthathavea plussign(+) next to themcanbeopenedby clicking on theplussign.Openfoldershave
a minussign(-) next to themandcanbeclosedby clicking on theminussign.

You canclick on a folder to view its contentson theright handsidepaneof theFile Transferwindow. The
displayedfoldershowsuphighlightedon thefolderview.

Openingor closinga folder in thefolder view doesnotaffect thefile view on theright handside,unlessyou
closethedisplayedfolder’sparentfolder. In thatcasetheclosedfolderbecomesthenew displayedfolder.

5.3.1 Folder Colors

To make file transferoperationseasier, the folders in the remotehostcomputeraredisplayedin different
colorsaccordingto their status.

Yellow folders are’f amiliar folders’ thatareknown to beavailablefor your use.Usuallythis meansthatyou
haveopenedthemearlier.
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Gray folders are ’unknown folders’ that have not yet beenvisited. Thereforethe SSH SecureShell for
WorkstationsWindowsclientdoesnotyet know if theremotehostcomputerallowsyou to accessthem.

Red folders are’forbidden folders’. You don’t have a permissionto accessthem,andthereforethe remote
hostcomputerdoesnotallow you to view their contents.If youselecta redfolder, theFile view on theright
will beblank.Selectsomeotherfolder to continue.

Green folders are’foldersbeingloaded’.Whenyou selecta new folder, it turnsgreenfor thetime it takesto
list its contents.Unlessthefoldercontainsa largenumberof filesandsubfolders(or theconnectionis slow),
thefolderdoesnotstaygreenlongerthana fractionof asecond.

5.4 File View

Thefiles in thecurrentlyopenfolder aredisplayedon theFile View paneon theright handsideof theFile
Transferwindow. If you have not yet openedany folders, the initial view shows the files in your ’home
directory’on theremotehostcomputer.

Youcanopenfoldersvisible in theFile View paneby clicking themthesamewayasin theFolderview.

Youcanmovein thedirectorytreealsoby clicking theParentDirectorybuttonin thetoolbar, or by pressing
theBackspacekey onthekeyboard.Thismovestheview from thecurrentdirectoryto its parentdirectory.

The file iconsandfile type descriptionsarederived from the client computer. If you have a specificicon
associatedwith a certainfile type,thefiles in thehostcomputershow up with thefamiliar icon. This makes
it fasterandeasierfor you to recognizefilesof differenttype.

YoucanusetheTabkey to switchbetweenthefolderview andthefile view.

5.5 File Transfer Title Bar

Thetitle baris locatedon thetopof thewindow.

Theleftmostitemon thetitle baris thewindow icon. Click it to displaythewindow menuor doubleclickto
closethewindow.

The next item on the title bar is the window’s sequencenumber. This helpsyou to distinguishbetween
differentwindowsusingthesameconnection.

Next onthetitle baris displayedtheremotecomputer’shostname.For example,asecondwindow associated
with a connectionto a hostcomputercalledremotewoulddisplayas2:remote .

After thehostname,thenext item on thetitle bar is thenameof thesettingsfile in use.If you arenot using
a settingsfile that hasbeensavedwith a specificfile name(usingthe Save As option on theFile menu),a
settingsfile calleddefault is in use.
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Thelasttext itemon thetitle baris thenameof theclient,SSHSecureShellFile Transfer.

5.6 File Transfer StatusBar

Thestatusbaris locatedatthebottomof theFile Transferwindow. Whenbrowsingthroughthemenuoptions
or toolbarbuttons,thestatusbardisplaysa shortcontext sensitivehelptext.

Figure5.2: TheFile Transferstatusbardisplayingthesizeof aselectedfile.

Whenthemenusor toolbarsarenot browsed,the left sideof thestatusbardisplaysthecurrentremotehost
computerandthepathin theremotehost.

Thenext statusbarfield showsthecurrentprotocolversion,encryptionalgorithm,andMAC algorithmsepa-
ratedby dashes(for example:SSH2 - 3des-cbc - hmac-md5). Notethatthestatusbardisplayssome
of thealgorithmnamesin a longerform thantheConnectionscreenof theSettingsdialog.

Therightmostfield of theFile Transferstatusbardisplaysthenumberof files andsubfoldersin thecurrent
folder, aswell asthetotalsizeof thefiles. If you selectfile(s) in thefolderview, thefield changesto display
thenumberandtotal file sizeof thecurrentselection.This is especiallyusefulwhenestimatingtheamount
of totaldatato betransferred.

5.7 File Transfer Shortcut Menu

Click theFile Transferwindow with theright mousebuttonto displaya shortcutmenu.Theavailablemenu
optionsdependonwhetheryouhaveselectedafile or not.

Thefollowing menuoptionsareavailablewhenyou havenotselecteda file:

Paste

Pastea file from theFile Transfer’clipboard’.

Upload

Transferafile from thelocal computerinto theremotehostcomputer.

Up

MovetheFile Transferwindow focusinto theparentdirectoryof thecurrentdirectory.

Home

MovetheFile Transferwindow focusinto yourhomedirectory.
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Go to Folder

OpenstheGoto Folderdialogwhereyou cantypein apathof thefolderwhichyouwantto open.

Refresh

Redraw theFile Transferwindow.

SelectAll

Selectall filesandfoldersin thecurrentfolder.

View

Opensa submenufrom which you canselectthe view type (large icons,small icons, list or details
view).

Arrange Icons

Opensa submenufrom whichyou canselecthow theiconsarearranged(by name,by type,by sizeor
by date).

NewFolder

Createsa new folder andpromptsyou to entera namefor it. If you enternothing,the folder will not
becreated.

Thefollowing menuoptionsareavailablewhenyou haveselecteda file:

Copy

Copy thecurrentlyselectedfile into theFile Transfer’clipboard’.

Download

Transferthecurrentlyselectedfile into thelocal computer.

Delete

Removethecurrentlyselectedfile.

Edit Profiles

Edit theprofilesassociatedwith remotehostcomputers.

Rename

Changethenameof thecurrentlyselectedfile.

Properties

Displaytheattributesof thecurrentlyselectedfile, includingthefile permissions(onUNIX systems).

TheavailableoptionscanbeconfiguredusingtheCustomizedialog(seesection2.6( Customize)).
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5.8 DifferencesFrom WindowsExplorer

TheFile Transferwindow operatesverymuchthesamewayasthefamiliarWindowsExplorer.However, due
to thedifferentnatureof handlingfileslocally in yourown computer(asperWindowsExplorer)andhandling
them over a securedremoteconnectionin the host computer(as per SSH SecureShell for Workstations
WindowsclientFile Transfer),therearesomedifferencesin operation.

Deleting folders

It is notpossibleto deletea remotefolder that is notempty. Deletethefilesandsubfoldersresidingin
thefolderfirst.

Multiple pasteoperations

Duringcopy andpasteoperations,thefile namesarenot changedwhenthefiles arepasted.Therefore
it is notpossibleto pastefilesseveraltimesinto onelocation,creating’copiesof’ thepastedfilesasin
WindowsExplorer.

5.9 Downloading Files

By usingtheFile Transferwindow it is easyto downloadfiles from theremotehostcomputerinto your local
computer. Thereareseveraldifferentwaysto downloada file - or severalfiles at thesametime.

To selectmultiplefiles,holddown theShift or Controlkeyswhenselectingfileswith themouse.If youhold
down theShift key, all thefiles andfoldersbetweenthefirst andlastselectionwill beselected.If you hold
down theControlkey, youcanselectindividualfilesandfoldersoneby one.

Drag and drop

Dragginganddroppingis probablytheeasiestway to downloadfiles. Simply click on thefile(s) you
wantto download,holddown themousebuttonandmovethefile to a locationwhereyou wantit - for
exampleon theWindowsdesktop- andreleasethebutton.

Download button

Youcanclick theDownloadbuttonon thetoolbarto downloadtheselectedfile(s).

Shortcut menu

Whenyou click a file or folder usingthe right mousebutton,a shortcutmenuappears.Theshortcut
menushows themostcommonfile operations:open,copy, download,renameanddelete.Selectthe
desiredoperationfrom themenu,andit will beappliedto all of thecurrentlyselectedfiles or folders.

Whenthedownloadstarts,a Download- SelectFolderdialogwill appear, allowing you to selectwherethe
downloadedfile(s) shouldbesaved. After you have selectedtheappropriatefolder (or otherlocation),you
will seeaDownloadingdialogthatshowsthecurrentdownloadingstatus.
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5.9.1 Download - SelectFolder Dialog

Whenyou starta downloadoperation,a Download- SelectFolderwindow is displayed.This is a standard
Windows file selectiondialog,whereyou canselectthe locationwhereyou want the selectedfile(s) to be
downloaded.

YoucanusetheLook in selectionbox to selecta folder,a localor network driveor yourdesktop.

Anotherway to selectthedesiredfolder is to typeits directorypathin theFolderfield. Notethatyoucanuse
this field only to specifythe folder name.Do not write in a file nameafter theselecteddirectorypath. The
file namewill bethesamethefile hasin theremotehostcomputer.

Figure5.3: Creatinga new directoryfor downloadedfiles.

Themostcommonoperationscanbeachievedby clicking on the four buttonson theright handsideof the
Look in selectionbox. Youcanclick on theUp OneLevel buttonto move to theparentfolderof thecurrent
folder. If youwantto createanew folder,click ontheCreateNew Folderbutton.Youcanalsoselectbetween
theSmallIconsandDetailsviewsby clicking on theappropriatebuttons.

5.9.2 The Downloading Dialog

TheDownloadingdialogdisplaysthecurrentstatusof download.

At thetopof thedialogafamiliarfile copy animationindicatesatransferin progress.Theprogressbarbelow
thefile copy animationshows theapproximatepercentageof how muchof thecurrentfile transferhasbeen
completed.

A more exact figure is displayedon the Transferredfield below the progressbar. The Transferredfield
displayshow muchof thefile hascurrentlybeentransferredandwhatis thetotalfile size.

TheTransferRatefield shows thecurrentrateof transfer(how many kilobytesof dataarebeingtransferred
persecond).

Themessagearea,locatedbelow theTransferredandTransferRatefields,displaysthetransferredfiles and
their sizes.Also any informationalor errormessagesaredisplayedthere.
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Whenthe downloadis complete,the title of the Downloadingwindow changesinto DownloadComplete.
Click theClosebuttonto closethedialogandreturnto theFile Transferwindow.

Figure5.4: Thedownloadhasbeencompleted.

5.10 Uploading Files

TheFile Transferwindow canbeusedto uploadfiles from your localcomputerto theremotehostcomputer.
Thereareseveraldifferentwaysto uploada file.

It is alsopossibleto uploadseveral files at the sametime. To selectmultiple files, hold down the Shift or
Controlkeyswhenselectingfileswith themouse.If youholddown theShift key, all thefilesandfoldersbe-
tweenthefirst andlastselectionwill beselected.If youholddown theControlkey, youcanselectindividual
filesandfoldersoneby one.

Drag and drop

Dragginganddroppingis probablytheeasiestwayto uploadfiles. Simplyclick onthelocalfile(s)you
want to upload(for exampleon thedesktopor theWindows Explorer),hold down themousebutton,
movethefile(s) into theFile Transferwindow’sfile view andreleasethebutton.

Upload button

Youcanclick theUploadbuttonon theFile Transferwindow’s toolbarto uploadtheselectedfile(s).

Shortcut menu

Whenyouclick onanemptyspacein theFile Transferwindow’sfile view usingtheright mousebutton,
ashortcutmenuappears.Theshortcutmenuallowsseveralfile transferoperations:Paste,Upload,Up,
Home,Go To Folder,Refresh,SelectAll, View, ArrangeIconsandNew Folder. Selectthe desired
operationfrom themenu.

Whenthe uploadstarts,a Upload - SelectFiles dialog will appear, allowing you to selectthe file(s) that
shouldbeuploaded.After you have selectedthefile(s), click theUploadbutton. You will seea Uploading
dialogthatshowsthecurrentuploadingstatus.
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5.10.1 Upload - SelectFilesDialog

Whenyoustartanuploadoperation,aUpload- SelectFileswindow is displayed.This is astandardWindow
file selectiondialog,whereyou canselectwhichfile(s) youwantto upload.

YoucanusetheLook in selectionboxto selectthelocationof thefile(s): a folder,a localor network driveor
yourdesktop.

Figure5.5: Selectthefile youwantto upload.

NotethattheFile namefield displayedat thebottomof thedialogdisplaystheselectedfile name.Thefield is
read-only- youcannottypein thedesiredfile name.Selectthefilesby clicking themwith themouseinstead.

Themostcommonoperationscanbeachievedby clicking on the four buttonson theright handsideof the
Look in selectionbox. Youcanclick on theUp OneLevel buttonto move to theparentfolderof thecurrent
folder. If youwantto createanew folder,click ontheCreateNew Folderbutton.Youcanalsoselectbetween
theSmallIconsandDetailsviewsby clicking on theappropriatebuttons.

5.10.2 The Uploading Dialog

TheUploadingdialogdisplaysthecurrentuploadingstatus.

At thetopof thedialogafamiliarfile copy animationindicatesatransferin progress.Theprogressbarbelow
thefile copy animationshows theapproximatepercentageof how muchof thecurrentfile transferhasbeen
completed.

A more exact figure is displayedon the Transferredfield below the progressbar. The Transferredfield
displayshow muchof thefile hascurrentlybeentransferredandwhatis thetotalfile size.

TheTransferRatefield shows thecurrentrateof transfer(how many kilobytesof dataarebeingtransferred
persecond).

Themessagearea,locatedbelow theTransferredandTransferRatefields,displaysthetransferredfiles and
their sizes.Also any informationalor errormessagesaredisplayedthere.
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Whentheuploadis complete,the title of theUploadingwindow changesinto UploadComplete.Click the
Closebuttonto closethedialogandreturnto theFile Transferwindow.

Figure5.6: A file hasbeenuploaded.

5.11 File Properties

Selectinga file in theFile View window thenselectingtheOperation,Propertiesmenuoptionbringsup the
File Propertiespagewhichallowsyouto view andchangesomeof theremotefilesproperties.TheProperties
pagecanalsobeaccessedby right clicking onafile in theFile View paneandselectingProperties.

Figure5.7: Propertiespagefor a file.
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File Name

At the top of thepagethefile nameandicon areshown. If multiple files areselected,a countof the
numberof filesandfoldersis displayed.

Type

Thetypeof theselectedfile(s).

Location

Thedirectorywheretheselectedfile(s)arelocatedon theremotehost.

Size

Thesizeof theselectedfile. If multiplefilesareselectedthetotal sizeof all thefiles is diplayed.

Modified Date

Thelastmodifieddatefor theselectedfile.

Permissions

The9 checkboxescanbeusedto setthepermissionsof a file or a groupof files. If multiple files are
selectedwith conflictingpermissionsthensomeof thecheckboxeswill appeargrayedout. Clicking on
a greyedout checkboxwill clearthecheckmark.If thereareany checkboxesaregrayedout whenthe
OK buttonis pressedit will have theeffectof leaving thatvalueunchangedon theremotefile.

Permissionscanalsobesetby enteringstandardoctalUnix permissionmasksin thePermissionMask
editbox.Valuesenteredhereoverrideandupdatethecheckboxvalues.
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Chapter 6

Toolbar Reference

Themostimportantfunctionsof theSSHSecureShell for WorkstationsWindows client’s terminalwindow
andFile Transferwindow canbeaccessedusingthe toolbar. The toolbaris locatedat the top of theSSH2
clientwindow, right underthemenubar.

Figure6.1: Thebasictoolbarcontainsbuttonsfor themostfrequentlyusedfunctions.

Theprofilestoolbaris locatedunderthebasictoolbar, containingtheQuickConnectandProfilesoptions.

Figure6.2: TheprofilestoolbarcontainstheQuickConnectandProfilesbuttons.

6.1 Configuring Toolbars

The SSHSecureShell for WorkstationsWindows client hasa dynamicuserinterfacethat is very easyto
modify to matchto your tastes.Youcanselectthepositionof thetoolbars,andevenmoveindividualbuttons
from oneplaceto another.

6.1.1 Moving Toolbars

Youcanusethemouseto grabthetoolbarsby theirhandles(locatedon thelefthandendof eachtoolbar)and
movethemaroundtheSSHSecureShellwindow.

SSHSecureShellWindowsClient c
�

2000SSHCommunicationsSecurityCorp



78 Chapter 6. Toolbar Reference

Youcanhavethetoolbarsfloatingfreely in thewindow, or anchorthemin thetop,bottomor eveneitherside
of thewindow. Experimentto find thetoolbarpositionsthatyou like best.

6.1.2 Moving Toolbar Buttons

Youcanalsomoveindividual toolbarbuttonsaroundandarrangethemsothatthey bestserveyourneeds.

To move a toolbarbutton, keepthe Alt key on the keyboardpresseddown andgraba button with your
mouse.You will seea new mousepointerappear. Click the button with your left mousebutton, keepthe
mousebutton presseddown andmove the buttonaround.Whenyou releasethemousebutton, the toolbar
buttonwill bemoveto a new position.

Note: If youmoveabuttonto somewhereelsethanatoolbar(for example,in theterminalwindow text area),
it is removedfrom thewindow. But don’t worry - thechangesbecomepermanentonly if you usetheSave
Settingsoption(seesection6.2(SaveSettings)).

6.1.3 PermanentToolbar Changes

If you want to make thenew toolbarpositionspermanent,usetheSave Settingsoption(from thetoolbaror
theFile menu)to save yoursettings.

If you changeyour mindandwantto returnthetoolbarsto their originalpositions,selecttheResetToolbars
optionfrom theView menu.A confirmationdialogwill open,askingif youreallywantto discardthechanges
you have made. If you selectYes,the toolbarswill returnto their original configuration.If have modified
yourmenus,thisoptionwill resetalsothem.

6.2 SaveSettings

Selectthe Save Settingsoption to save any changesyou have madeto your currentsettings. The default
settingsfile wheretheconfigurationwill besavedis default.ssh2 .

If youwantto saveyourcurrentsettingsin anew settingsfile, selecttheAdd ProfileoptionundertheProfiles
option(seesection3.2(Profiles)).

6.3 Print

SelectthePrint option to outputthe contentsof thecurrentscrollbackbuffer to your printer. Thestandard
WindowsPrintdialogwill appear, allowing you to selecttheprintersettings.

The print rangecan also be selectedfrom this dialog. SelectingAll will print the entirecontentsof the
terminalscrollbackbuffer. If thewholescrollbackbuffer will fill morethanonepagewhenprinted,a range
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Figure6.3: ThePrintdialogallowsyou to specifytheprintersettings.

of pagesto print canbeselected.If any text is selectedwhenyouusethePrintoption,thedefaultprint range
will beSelection,whichwill only print thecurrentlyselectedtext.

You canusethePrint Preview option(seesection6.4 (Print Preview)) to helpyou to determinewhich pages
to print andhow theprintoutwill look like.

Note: whenyouuseanetworkprinter,theareaselectedfor printingwill besentunencryptedoverthenetwork
to theprinter.

ThePrintoptionis availableonly in theterminalwindow.

6.4 Print Preview

SelectthePrintPreview optionto displaytheentirecontentsof theterminalscrollbackbuffer, split into pages
in thesamewayasthescrollbackbuffer will appearwhenprinted.

Figure6.4: ThePrintPreview optionshow thescrollbackbuffer asit wouldappearwhenprinted.

Thefollowing buttonscanbeusedto preview theprint result:

Print

ThePrintbuttonopensthePrintdialog,allowing youto specifytheprintersettingsandprint theresult.

Next Page
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Click theNext Pagebuttonto preview thenext pageof output.

Prev Page

Click thePrev Pagebuttonto preview thepreviouspageof output.

Two Page

Click theTwo Pagebuttonto displaytwo pagesof outputsideby side.Whenin two pageprint preview
mode,theTwo pagebuttonis replacedby OnePagebutton,whichallowsyouto returnto theonepage
print preview mode.Thisbuttoncannotbeusedwhenyouhavezoomedthepage.

Zoom In

Click theZoomIn buttonto seea closeupof thecurrentlydisplayedprint preview page.You canuse
this button to zoomup to the naturalsizeof the printout. You canzoomin alsoby clicking the left
mousebuttonon thepreview view.

Zoom Out

Click theZoomOut buttonto returnfrom a zoomedin view of theprint preview page.You canzoom
outuntil thewholepageis displayed.

Close

Click theClosebuttonto closethePrintPreview dialog.

ThePrintPreview optionis availableonly in theterminalwindow.

6.5 Connect

SelecttheConnectoptionto connectto aremotehostcomputer.A Connectto RemoteHostdialogwill open.

Figure6.5: TheConnectto RemoteHostdialog.

For moreinformationon thisdialog,seesection3.4.2(Connectionto RemoteHostDialog).

6.6 Disconnect

Selectthe Disconnectoption to quit the currentconnection. A Confirm Disconnectdialog is displayed,
allowing you to confirmif you really want to disconnect.SelectNo or Cancelto keeptheconnectionopen,
or Yesto endtheconnection.
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Figure6.6: TheConfirmDisconnectdialoggivesyou thelastchangeoptionof changingyourmind.

Note that oneconnectioncanhave several windows open(suchasan SSHSecureShell for Workstations
Windowsclient terminalwindow andaFile Transferwindow). Disconnectingaffectsall windowsassociated
with a singleconnection.

However, if youhavestartedother, separateSSHSecureShellfor WorkstationsWindowsclients,they arenot
affectedby this disconnectoperation.Disconnectingquitsoneconnectionandall of its associatedwindows,
but noother, separateconnections.

6.7 Copy

SelecttheCopy optionto createa temporarycopy of theselectedtext or files.

If you arecopying text (in the terminalwindow), the text is placedon the Windows clipboardandcanbe
pastedin theterminalwindow or any Windowstext window.

If you arecopying files (in theFile Transferwindow), a Downloaddialogis displayed,but theselectedfiles
arenot yet copiedto any specificlocation.This resemblesusingtheWindowsclipboard:You cancopy files
to a temporarystorageandpastethemlaterinto anotherlocation.

If you do a new copy operationwhenthepreviouslycopiedtext or files have not yet beencopiedanywhere,
thepreviousselectionis lost,asthenew selectionreplacestheold one.

Notethat thecopy optionis not availableuntil you have selectedsometext (in theterminalwindow) or one
or severalfiles or folders(in theFile Transferwindow).

You cando a copy operationalsoby usingthe keyboardshortcutCtrl+Insert. This shortcutis availablein
bothTerminalandFile Transferwindows.

6.8 Paste

SelectthePasteoptionto addpreviouslycopiedtext or filesor foldersinto a new location.

If you arepastingtext (in the terminalwindow), the text that wascopiedearlierinto the clipboardwill be
insertedin the cursorlocation. You canpastetext that wascopiedfrom the terminalwindow or any other
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Windowstext window.

If youarepastingfiles (in theFile Transferwindow), anUploaddialogis displayedwhenthefilesarepasted
to thenew location.This resemblesusingtheWindowsclipboard:Youcancopy files to a temporarystorage
andpastethemlaterinto anotherlocation.Thefile namesof thepastedfilesandfoldersdonotchangeduring
theoperation.Thereforeit is notpossibleto pastefilesor foldersseveraltimesinto onelocation.

Notethatthepasteoperationis notavailableuntil youhavepreviouslycopiedsomethingin theclipboard.

Youcandoa pasteoperationalsoby usingthekeyboardshortcutShift-Inserton thekeyboard.Thisshortcut
is availablein bothTerminalandFile Transferwindows.

6.9 PasteSelection

SelectthePasteSelectionoptionto pastetext into theterminalwindow withoutfirst copying anything to the
clipboard.ThePasteSelectionoperationcopieswhatever is currentlyselectedin theterminalwindow to the
presentcursorposition.If no text is selected,PasteSelectionpastesthesinglecharacterin thecurrentcursor
position.

This function is almostlike having two differentclipboardsavailableat the sametime. PasteSelectionis
especiallyusefulfor quickcopying of text from theoutputof previouscommands.

ThePasteSelectiontoolbarbuttonis availableonly in theterminalwindow.

6.10 Find

SelecttheFindoptionto locatetext (or any othercharacters)from thescrollbackbuffer. Regularexpressions
canbeusedto selectcharactersmatchinga specificpattern.

Figure6.7: TheFinddialoghelpsyou to locatetext from thescrollbackbuffer.

Find what

Type in the charactersthat you want to searchfor in the Find what field. If you want to useregular
expressionsto definethesearchterm,selecttheRegularexpressionoption,or selecta readydefined
regularexpressionby clicking theellipsisbutton(...) on theright handsideof theFindwhatfield.
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...

Click theellipsisbutton(...) to selectfrom a readylist regularexpressions.Usingthisoptionwill turn
on theRegularexpressionoption.

Thefollowing regularexpressiontypescanbeselected:

Any Character

Character in Range

Character not in Range

Beginningof Line

End of Line

Or

0 or Mor eMatches

1 or Mor eMatches

Optional Match

Match exactlyn times

Match n or more times

Match at mostn times

Match no lessthan n times

Match wholeword only

SelecttheMatchwholeword only option to limit thesearchto matchonly wholewords(i.e. so that
”wave” wouldnotmatch”waves”).

Match case

Selectthe Match caseoption to specify that the searchresult shouldbe casesensitive (i.e. so that
”Wave” wouldnotmatch”wave” or ”waVe”).

Regular expression

SelecttheRegularexpressionoptionto specifythesearchtermusingregularexpressions.Thisoption
is automaticallyselectedif you click the ellipsisbutton (...) on the right handsideof the Find what
field.

Dir ection

UsetheDirectionoption to specifywhetherthesearchshouldstartupwardson downwardsfrom the
presentpositionin thescrollbackbuffer.

Thedirectionof thesearchis relative to the lastmatchmadein thecurrentsearch.If therehave been
no previous matches,Up will searchfrom the bottomof the buffer upwards,andDown will search
downwardsfrom theverybeginningof thebuffer.

Up

TheUp optionspecifiesthatthesearchshouldstartbackwardsfrom thepresentposition.
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Down

TheDown optionspecifiesthatthesearchshouldstartforwardfrom thepresentposition.

Find Next

Click theFindNext buttonto find thenext matchfor thesearchterm.Notethatthedirectionwherethe
searchwill continueis definedby theDirectionoption.

Cancel

Click theCancelbuttonto closetheFinddialog.

6.11 NewTerminal Window

SelecttheNew TerminalWindow optionto opena new SSHSecureShell for WorkstationsWindows client
terminalwindow. Thenew window is immediatelyconnectedto thesameremotehostcomputerasthecurrent
window, saving you thetroubleof typingyourpasswordagain.

Multiple windows to a singleconnectionallow you to for exampledebug your codein onewindow, execute
it in another, displayreferenceinformationin a third oneandreadyourmail in a fourthwindow.

The sequencenumberof eachwindow is displayedon the window’s title bar, in front of the remotehost
computer’s name. For example,a secondwindow associatedwith a connectionto a hostcomputercalled
remotewoulddisplayas2:remote .

Note: To closeany extrawindowswhenyouno longerneedthem,click ontheX-shapedclosebuttonlocated
on the window’s title bar on the upperright handcornerof the window. Do not click on the Disconnect
buttonor selecttheDisconnectoptionfrom theFile menu,asthiswouldclosetheconnectionin all windows
associatedwith thisparticularconnection.

6.12 NewFile Transfer Window

SelecttheNew File TransferWindow optionto opena File Transferwindow. To make file handlingaseasy
aspossible,youcanopenanunlimitednumberof File Transferwindows.

The sequencenumberof eachwindow is displayedon the window’s title bar, in front of the remotehost
computer’s name. For example,a third window associatedwith a connectionto a host computercalled
remotewoulddisplayas3:remote .

Note: To closeany extrawindowswhenyouno longerneedthem,click ontheX-shapedclosebuttonlocated
on the window’s title bar on the upperright handcornerof the window. Do not click on the Disconnect
buttonor selecttheDisconnectoptionfrom theFile menu,asthiswouldclosetheconnectionin all windows
associatedwith thisparticularconnection.
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6.13 Settings

Selectthe Settingsoption to bring up the Settingsdialog. Settingscanbe usedto control both the global
settingsand the profile settingsfor eachparticularremotehost computer. For more information on the
Settingsdialog,seechapter2 (Configuration).

6.14 Help

SelecttheHelp optionto opentheSSHSecureShellWindows client helpwindow. In thehelpwindow you
canbrowse,searchandprint helpinformation.

6.15 Get Help On

SelecttheGetHelp On option to changethemousepointerto a helppointer. You canusethehelppointer
to click on buttons,menuitemsor otherdetailsof the userinterfaceto seecontext sensitive help on any
particularitem.

6.16 File Transfer SpecificToolbar Buttons

Thefollowing toolbarbuttonsareavailableonly in theFile Transferwindow.

Figure6.8: Thebuttonsthatareavailableonly in theFile Transferwindow arelocatedbetweentheSettings
buttonandtheHelpbutton.

6.16.1 Up

SelecttheUp optionto movetheview from thecurrentfolder to its parentfolder.

For example: You have a directorycalledhome andit hasa subdirectorycalledmail . If you arecurrently
viewing themail folderandclick theUp button,thefocusmovesto thehome folder.

6.16.2 Home

SelecttheHomeoptionto returnto your homedirectoryon theremotehostcomputer.This is usefulif you
areexploringacomplex directorytreeandwantto quickly returnto whereyoucamefrom.
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6.16.3 Refresh

SelecttheRefreshoptionto redraw theFile Transferwindow. Thismaybenecessaryif youhavefor example
uploadeda file thatdoesnot immediatelybecomevisibleon theremotehostcomputer.

6.16.4 Download

SelecttheDownloadoptionto downloada file - i.e. to copy it from theremotehostcomputerto your local
computer.

6.16.5 Upload

SelecttheUploadoptiontouploadafile - i.e. tocopy it fromyourlocalcomputerto theremotehostcomputer.

6.16.6 Lar geIcons

SelecttheLargeIconsoptionto displaythefile view asa LargeIconsview. Eachfile andfolder hasa large
iconassociatedwith it, makingfor a clearanduncluttereddisplay.

6.16.7 Small Icons

SelecttheSmallIconsoptionto displaythefile view asa Small Iconsview. Eachfile andfolderhasa small
iconassociatedwith it. Thismakesit possibleto displayseveraltimesmoreitemsthantheLargeIconsview.

6.16.8 List

SelecttheList optionto displaythefile view asa List view. Eachfile andfolderhasa small icon associated
with it, andthefilesandfoldersaredisplayedin onesinglecolumnunderneatheachother.

6.16.9 Details

SelecttheDetailsoptionto displaythefile view asa Detailsview. Thefiles andfoldersaredisplayedwith a
smallicon,their file name,file size,file type,lastmodificationdateandattributesvisible.

By clicking on theName,Size,TypeandModifiedsortbarslocatedon topof theFile view, you cansortthe
files andfoldersbasedon their file name,file size,file typeandthe time they werelastmodified. Selecting
thesamesortoptionagainreversesthesortingorder.
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Notethatthesortfunctionis notcasesensitive: uppercasetext is sortedtogetherwith lowercasetext.

Thefile typesarederivedfrom theyour local computer. If you have defineda new file typedescriptionfor
fileswith acertainfile nameextension,alsothefiles in theremotecomputerareshown to beof thatfile type.
Thismakesit easyto recognizeparticularfile typesalsoon theremotecomputer.

6.17 Quick ConnectButton

Click theQuick Connectbuttonon theprofilestoolbarto opena new connectionusingthedefault settings.
For moreinformation,seesection3.1( QuickConnect).

6.18 ProfilesButton

Click theProfilesbuttonon theprofilestoolbarto opentheProfilesmenu.For moreinformationon how to
useprofiles,seesection3.2(Profiles).
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Chapter 7

Menu Reference

Togetherwith the toolbar, the terminalwindow menusallow quick accessto differentterminaloperations.
Thefollowing menusareavailable:File, Edit, View, Operation(only in theFile Transferwindow), Window
andHelp.

7.1 Configuring Menus

TheSSHSecureShellmenuscanbeconfiguredaseasilyasthetoolbars.You canfreely selecttheposition
of themenus,andevenmovetheminto toolbars.

7.1.1 Moving Menus

Youcanmove theSSHSecureShellmenusinto new positionsandarrangethemsothatthey bestserveyour
needs.

To move a menu,keeptheAlt key on thekeyboardpresseddown andclick a menuwith your mouse.You
will seeanew mousepointerappear. Keepthemousebuttonpresseddownandmovethemenuaround.When
youreleasethemousebutton,themenuwill bemoveto anew position.

Thisway you canarrangetheorderof themenus,or evenmovemenusinto toolbars.Experimentto find the
bestconfigurationfor you.

It alsopossibleto move the individual menuoptions. This canbe doneusingthe Commandspageof the
Customizedialog(seesection2.6( Customize)).

Note: If you move a menuto somewhereelsethanthemenubaror a toolbar(for example,in the terminal
window text area),it is removedfrom thewindow. But don’t worry - thechangesbecomepermanentonly if
youusetheSaveSettingsoption(seesection6.2(SaveSettings)).
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7.1.2 PermanentMenu Changes

If youwantto makethenew menupositionspermanent,usetheSaveSettingsoption(from thetoolbaror the
File menu)to save yoursettings.

If you changeyour mind andwant to returnthemenusto their original positions,selecttheResetToolbars
optionfrom theView menu.A confirmationdialogwill open,askingif youreallywantto discardthechanges
you havemade.If youselectYes,themenuswill returnto theiroriginalconfiguration.If havemodifiedalso
your toolbars,thisoptionwill resetthem,too.

7.2 File Menu

TheFile menuallowsaccessto thesettingsfile andconnect/disconnectoperations.

7.2.1 SaveSettings

Selectthe Save Settingsoption to save any changesyou have madeto your currentsettings. The default
settingsfile wheretheconfigurationwill besavedis default.ssh2 .

If youwantto saveyourcurrentsettingsin anew settingsfile, selecttheAdd ProfileoptionundertheProfiles
option(seesection3.2(Profiles)).

7.2.2 Quick Connect

SelecttheQuickConnectmenuoptionfromtheFile menutoopenanew connectionusingthedefaultsettings.
For moreinformation,seesection3.1( QuickConnect).

7.2.3 Profiles

SelecttheProfilesmenuoptionfrom theFile menuto opentheProfilesmenu.For moreinformationonhow
to useprofiles,seesection3.2(Profiles).

7.2.4 Print

ThePrint menuoptionwill allow you outputthe contentsof the currentscrollbackbuffer to a printer. For
moreinformationonprinting,seesection6.3(Print).

ThePrintoptionis availableonly in theterminalwindow.
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7.2.5 Print Preview

SelectingPrint Preview will displaytheentirecontentsof thescrollbackbuffer split into pagesin thesame
wayit will beprinted.For moreinformationonpreviewing theprinteroutput,seesection6.4(PrintPreview).

ThePrintPreview optionis availableonly in theterminalwindow.

7.2.6 PageSetup

ThePageSetupmenuoptionallows you to specifyhow printedpageswill look. For moreinformation,see
section2.5.9(Printing).

ThePageSetupmenuoptionis availableonly in theterminalwindow.

7.2.7 Log Session

ChoosetheLog Sessionoptionto save anentiretranscriptof thecurrentterminalsessionto a file.

WhenLog Sessionis selected,theSave As dialogopens,askingfor a filenamefor thelog file. This file will
be createdif it doesnot alreadyexist, andit will containa transcriptof the connection.SelectingtheLog
Sessionmenuitemfor asecondtimestopslogging.

Whenloggingis active,a checkmarkappearsnext to theLog Sessionmenuoption.

TheLog Sessionmenuoptionis availableonly in theterminalwindow.

7.2.8 Connect

SelecttheConnectoptiontoestablishanew SSHconnectiontoaremotehostcomputer.A ConnecttoRemote
Hostdialogwill appear, allowing you to specifythehostname(or IP address),usernameandpassword for
thenew connection.

An alternativewayto establishanew connectionis to presstheEnterkey onthekeyboardwhendisconnected.
ThiskeyboardshortcuthasthesameeffectaschoosingtheConnectoptionfrom theFile menuor thetoolbar.

Notethat theConnectoptionis availableonly whenyou arenot connectedto any remotehostcomputer.If
youwantto establishacompletelynew, separateSSHconnection,selecttheNew Connectionoptioninstead.

7.2.9 Disconnect

SelecttheDisconnectoption to disconnectfrom thepresentremotehostcomputer.A ConfirmDisconnect
dialog appears,allowing you to confirm if you really want to disconnect.SelectNo or Cancelto keepthe
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connectionopen,or Yesto endtheconnection.

Notethatoneconnectioncanhaveseveralwindowsopen(suchasanSSHSecureShellfor WorkstationsWin-
dows client terminalwindow andtheFile Transferwindow). Disconnectingaffectsall windows associated
with a singleconnection.

However, if youhavestartedother, separateSSHSecureShellfor WorkstationsWindowsclients,they arenot
affectedby this disconnectoperation.Disconnectingquitsoneconnectionandall of its associatedwindows,
but noneof theseparateconnections.

7.2.10 Exit

SelecttheExit optionto quit theSSHSecureShellfor WorkstationsWindowsclient. A ConfirmExit dialog
appears,allowing you to confirm if you really want to exit. SelectNo or Cancelto keepthe SSH2client
running,or Yesto exit.

Note that oneconnectioncanhave several windows open(for exampleseveral File Transferwindows and
severalterminalwindows). Exiting affectsall windowsassociatedwith asingleconnection.

However, if you have startedother, separateSSHSecureShell for WorkstationsWindows clients,they are
not affectedby this exit operation.Exiting quitsoneconnectionandall of its associatedwindows,but none
of theseparateconnections.

7.3 Edit Menu

The Edit menuallows you to copy and pastetext in the terminal window and to make changesto your
connectionsettings.

7.3.1 Copy

SelecttheCopy option to createa temporarycopy of theselectedfile(s). A Downloaddialog is displayed,
but theselectedfilesarenotyetcopiedto any specificlocation.ThisresemblesusingtheWindowsclipboard:
Youcancopy files to a temporarystorageandpastethemlaterinto anotherlocation.

If you do a new copy operationwhenthe previously copiedfiles have not yet beencopiedanywhere,the
previousselectionis lost,asthenew selectionreplacestheold one.

Notethatthecopy operationis notavailableuntil youhaveselectedoneor severalfilesor folders.

Thekeyboardshortcutfor thecopy option is Ctrl+Insert. Theshortcuthasthesameeffect aschoosingthe
Copy optionfrom theEdit menuor toolbar.
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7.3.2 Paste

Selectthe Pasteoption to addpreviously copiedfiles or foldersinto a new location. An Uploaddialog is
displayedwhenthefiles arepastedto thenew location. This resemblesusingtheWindows clipboard:You
cancopy files to atemporarystorageandpastethemlaterinto anotherlocation.Youcandoapasteoperation
alsoby pressingCtrl+V on thekeyboard.

Thefile namesof thepastedfilesandfoldersdonotchangeduringtheoperation.Thereforeit is notpossible
to pastefilesor foldersseveraltimesinto onelocation.

Notethatthepasteoperationis not availableuntil you have previouslycopiedsomethingin theSSHSecure
Shellfor WorkstationsWindowsclient ’clipboard’.

Thekeyboardshortcutfor Pasteis Shift+Insert.TheshortcuthasthesameeffectaschoosingthePasteoption
from theEdit menuor toolbar.

7.3.3 PasteSelection

SelectthePasteSelectionoptionto pastetext without first copying anything to theclipboard.ThePasteSe-
lectionoperationcopieswhatever is currentlyselectedin theterminalwindow to thepresentcursorposition.
If no text is selected,PasteSelectionpastesthesinglecharacterin thecurrentcursorposition.

This function is almostlike having two differentclipboardsavailableat the sametime. PasteSelectionis
especiallyusefulfor quickcopying of text from theoutputof previouscommands.

ThePasteSelectionmenuitemis only availablein theterminalwindow.

7.3.4 SelectAll

ChoosetheSelectAll optionto selectall thetext in thecurrentterminalwindow andthescrollbackbuffer (or
all thefilesandfoldersin thecurrentremotedirectory, whenusingtheFile Transferwindow).

Notethat in theterminalwindow, theselectioncanspanquitea few linesbackwardsfrom whatis currently
visible. If you want to selectjust what is currentlydisplayedon screen,usetheSelectScreenmenuoption
instead.

Whenusedin theterminalwindow, this operationmakesit fastandeasyfor exampleto save long command
outputstringsor to createa temporarylog of whatis displayedon thescreen.

For file transfer, this enablesyou to operateon the whole contentsof a directoryat onetime. This canbe
especiallyusefulwhendownloading,copying or deletingfiles.

Thekeyboardshortcutfor SelectAll is Ctrl+A. This hasthesameeffect aschoosingthe SelectAll option
from theEdit menu.
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7.3.5 SelectScreen

ChoosetheSelectScreenoption to selectall the text that is currentlyvisible in the terminalwindow. Note
thatunlike theSelectAll menuoption,SelectScreendoesnotcapturethescrollbackbuffer.

Thisoperationcanbeespeciallyusefulfor screencapturesandquicksnapshotsof thecommandoutput.

TheSelectScreenmenuoptionis availableonly in theterminalwindow.

7.3.6 SelectNone

Choosethe SelectNone option to cancelany previous selection. This operationimmediatelyclearsthe
selectionin theterminalwindow.

TheSelectNonemenuoptionis availableonly in theterminalwindow.

7.3.7 Find

ChoosingtheFindoptionallowsyou to searchfor text within thescrollbackbuffer. For moreinformationon
searching,seesection6.10( Find).

TheFindmenuoptionis availableonly in theterminalwindow.

7.3.8 Settings

Selectthe Settingsoption to bring up the Settingsdialog. Settingscanbe usedto control both the global
settingsand the profile settingsfor eachparticularremotehost computer. For more information on the
Settingsdialog,seesection2 (Configuration).

7.4 View Menu

The View menuallows you to selectthe way the window is displayed.The terminalwindow andthe File
Transferwindow have theirown setof View menuoptions.
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7.4.1 Terminal Window View Menu Options

Toolbar

SelecttheToolbaroptionto togglethetoolbaron andoff. Whenthetoolbaris visible,a checkmarkappears
next to theToolbarmenuoption.

StatusBar

SelecttheStatusBar optionto togglethestatusbaron andoff. Whenthestatusbar is visible,a checkmark
appearsnext to theStatusBarmenuoption.

ProfilesBar

SelecttheProfilesBar optionto toggletheprofilesbaron andoff. Whenthetoolbaris visible,a checkmark
appearsnext to theProfilesBarmenuoption.

Customize

SelecttheCustomizeoption to modify themenuoptions,toolbars,menusettingsandgeneralsettings.The
Customizedialogopens.Formoreinformationoncustomizingtheuserinterface,seesection2.6(Customize).

ResetToolbars

SelecttheResetToolbarsoptionto resetthetoolbarandmenupositionsto theiroriginalstate.This is agood
choiceif youregretthechangesyouhavemade,or havemisplacedsomemenuor toolbaroption.

ResetTerminal

SelecttheResetTerminaloptionto resettheterminalsettingsto thestatethey werein whenconnecting.This
will cleartheterminalwindow andthescrollbackbuffer andresetthekeymap,charactersetandfonts.

7.4.2 File Transfer View Menu Options

Toolbar

SelecttheToolbaroptionto togglethetoolbaron andoff. Whenthetoolbaris visible,a checkmarkappears
next to theToolbarmenuoption.
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StatusBar

SelecttheStatusBar optionto togglethestatusbaron andoff. Whenthestatusbar is visible,a checkmark
appearsnext to theStatusBarmenuoption.

ProfilesBar

SelecttheProfilesBar optionto toggletheprofilesbaron andoff. Whenthetoolbaris visible,a checkmark
appearsnext to theProfilesBarmenuoption.

Customize

SelecttheCustomizeoption to modify themenuoptions,toolbars,menusettingsandgeneralsettings.The
Customizedialogopens.Formoreinformationoncustomizingtheuserinterface,seesection2.6(Customize).

ResetToolbars

SelecttheResetToolbarsoptionto resetthetoolbarandmenupositionsto theiroriginalstate.This is agood
choiceif youregretthechangesyouhavemade,or havemisplacedsomemenuor toolbaroption.

Lar geIcons

SelecttheLargeIconsoptionto displaythefile view asa LargeIconsview. Eachfile andfolder hasa large
iconassociatedwith it, resultingin a clearanduncluttereddisplay.

If theLargeIconsoptionis selected,aselectionmarkerappearsnext to theLargeIconsmenuoption.

Small Icons

SelecttheSmallIconsoptionto displaythefile view asa Small Iconsview. Eachfile andfolderhasa small
iconassociatedwith it. Thismakesit possibleto displayseveraltimesmoreitemsthantheLargeIconsview.

If theSmallIconsoptionis selected,a selectionmarkerappearsnext to theSmallIconsmenuoption.

List

SelecttheList optionto displaythefile view asa List view. Eachfile andfolderhasa small icon associated
with it, andthefilesandfoldersaredisplayedin onesinglecolumnunderneatheachother.

If theList optionis selected,a selectionmarkerappearsnext to theList menuoption.
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Details

SelecttheDetailsoptionto displaythefile view asa Detailsview. Thefiles andfoldersaredisplayedwith a
smallicon,their file name,file size,file type,lastmodificationdateandattributesvisible.

By clicking on theName,Size,TypeandModifiedsortbarslocatedon topof theFile view, you cansortthe
files andfoldersbasedon their file name,file size,file typeandthe time they werelastmodified. Selecting
thesamesortoptionagainreversesthesortingorder.

Notethatthesortfunctionis notcasesensitive: uppercasetext is sortedtogetherwith lowercasetext.

Thefile typesarederivedfrom theyour local computer. If you have defineda new file typedescriptionfor
fileswith acertainfile nameextension,alsothefiles in theremotecomputerareshown to beof thatfile type.
Thismakesit easyto recognizeparticularfile typesalsoon thehostcomputer.

Arrange Icons

SelecttheArrangeIconsoptionto opena submenuwhereyoucanselectin whichorderthefilesandfolders
aredisplayedin thefile view. A selectionmarkerappearsnext to thecurrentlyselectedArrangeIconsoption.

By Name: Thefilesandfoldersarearrangedalphabeticallybasedon their file name.

By Type: Thefilesandfoldersarearrangedalphabeticallybasedon their file type.

By Size: Thefilesarearrangedby their file size.Foldersarearrangedalphabetically.

By Date: Thefiles andfoldersarearrangedby thetime they werelastmodified.

If you have selectedtheDetailsview, you canachieve thesameeffect by clicking on theName,Size,Type
andModifiedsortbarslocatedontopof theFile view. SelectingthesameArrangeIconsoptionagainreverses
thesortingorder.

Notethatthesortfunctionis notcasesensitive: uppercasetext is sortedtogetherwith lowercasetext.

Show Root Dir ectory

SelecttheShow RootDirectoryoption to toggleif the root directoryis displayedin the folder view. If the
root directoryis not displayed,you arenot ableto selector view any foldersabove your homedirectoryin
thedirectorytreehierarchy. By default therootdirectoryis notdisplayed.

If theShow RootDirectoryoption is selected,a selectionmarker appearsnext to theShow RootDirectory
menuoption.
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Show Hidden Files

SelecttheShow HiddenFilesoption to toggleif thenormallyhiddenfiles in the remotehostcomputerare
displayedin thefile view.

By default, UNIX hostsdo not displayany files or directoriesthatbegin with thedot (.) character, suchas
.rhostsor .profile. SelectingtheShow HiddenFilesoptioncorrespondsto specifyingthe-a switchof thels
command.

If theShow HiddenFilesoptionis selected,a selectionmarkerappearsnext to theShow HiddenFilesmenu
option.

Refresh

SelecttheRefreshoptionto redraw theFile Transferwindow. Thismaybenecessaryif youhavefor example
uploadeda file thatdoesnot immediatelybecomevisibleon theremotehostcomputer.

Thekeyboardshortcutfor Refreshis F5.

7.5 Operation Menu

The Operationmenuallows you to copy files to and from the remotehostcomputer, and to navigate the
remotedirectorystructure.TheOperationmenuis availableonly in theFile Transferwindow.

7.5.1 Open

The Openoption canbe usedto view a file on the remotehostcomputer. First selecta file from the File
Transferwindow andtheselecttheOpenoption.Thefile will bedownloadedanddisplayed.

7.5.2 Upload

SelecttheUploadoptiontouploadafile - i.e. tocopy it fromyourlocalcomputerto theremotehostcomputer.

The keyboardshortcutfor Uploadis Ctrl+U. This hasthe sameeffect aschoosingthe Up option from the
Operationmenuor thetoolbar.

7.5.3 Download

SelecttheDownloadoptionto downloada file - i.e. to copy it from theremotehostcomputerto your local
computer.
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Notethatyoumustfirst selecttheremotefile(s)beforeselectingDownload.If nofilesor foldersareselected,
theDownloadmenuoptionis grayedout.

Thekeyboardshortcutfor Downloadis Ctrl+D. This hasthesameeffect aschoosingtheDownloadoption
from theOperationmenuor thetoolbar.

7.5.4 Up

SelecttheUp optionto movetheview from thecurrentfolder to its parentfolder.

For example: You have a directorycalledhome andit hasa subdirectorycalledmail . If you arecurrently
viewing themail folderandclick theUp button,thefocusmovesto thehome folder.

Thekeyboardshortcutfor Up is theBackspacekey. This hasthesameeffect aschoosingtheUploadoption
from theOperationmenuor thetoolbar.

7.5.5 Home

SelecttheHomeoptionto returnto your homedirectoryon theremotehostcomputer.This is usefulif you
areexploringacomplex directorytreeandwantto quickly returnto whereyoucamefrom.

Thekeyboardshortcutfor Homeis Ctrl+H. This hasthesameeffect aschoosingtheHomeoptionfrom the
Operationmenuor thetoolbar.

7.5.6 Go To Folder

Selectthe Go to Folder option to entera folder whereyou want to move directly. A Go to Folder dialog
appears,allowing you to typein thepathto thedesireddirectory.Thecurrentdirectorypathis displayedin
thetext field for yourreference,eliminatingtheneedto typein longdirectorypathsfrom scratch.Typein the
desireddirectorypathandpressEnter . Thespecifieddirectoryinstantlyappears.

If you specifya directorythatdoesnot exist, thefile view turnsblankandthenonexistentdirectoryappears
in thefolderview asaredfolder,meaningthatsuchafolder is notaccessibleto you. These’f alsedirectories’
canserve asusefulremindersthatyou have tried to accessdirectorieswith suchnames,but rememberthat
they maynotactuallyexist on theremotehostcomputer.

The keyboardshortcutfor Go To Folder is Ctrl+F. This hasthe sameeffect aschoosingthe Go to Folder
optionfrom theOperationmenu.
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7.5.7 NewFolder

SelecttheNew Folderoptionto createa new folder on theremotehostcomputer.A new folder appearson
file view alongwith a text field whereyoucantypein thenamefor thenew folder.

If youdonot typeanamefor thenew folderbut justhit Enter , anew folder is notcreated.

Thekeyboardshortcutfor New Folderis Ctrl+N. ThishasthesameeffectaschoosingtheNew Folderoption
from theOperationmenu.

7.5.8 Delete

SelecttheDeleteoptionto deletefile(s) or folder(s)on theremotehostcomputer.A ConfirmDeletedialog
appears,allowing youto confirmif youreallywantto deletetheselectedfilesor folders.SelectNo or Cancel
to keeptheselecteditems,or Yesto deletethem.

Thekeyboardshortcutfor Deleteis theDeletekey. This hasthesameeffect aschoosingtheDeleteoption
from theOperationmenu.

7.5.9 Rename

Selectfirst afile from theFile Transferwindow andthentheRenameoptionto renamethefile.

Thekeyboardshortcutfor renameis F2. This hasthesameeffect aschoosingtheRenameoptionfrom the
Operationmenu.

You canalsorenamea file by clicking on thefile with theright mousebutton. A shortcutmenucontaining
theRenameoptionwill appear.

Pleasenotethat the renameoperationrequiresanSSHSecureShell server version2.2.0(or later). Earlier
SSHSecureShellserverversionsdonotsupporttherenameoperation,andusingthisoptionwill producethe
ErrorRenamingFile message- for moreinformation,seesection9.9(ErrorRenaming).

7.5.10 Properties

Selectfirst afile from theFile Transferwindow andthenthePropertiesoptionto view thefile properties.

You canalsoview a file’s propertiesby clicking on the file with the right mousebutton. A shortcutmenu
containingthePropertiesoptionwill appear. Youcanselectmultiplefilesandview theirproperties.

For moredetailsaboutthePropertiesPage,seesection5.11(File Properties).
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7.6 Window Menu

TheWindow menuallowsyou to openandclosedifferenttypesof windows.

7.6.1 NewTerminal

SelecttheNew Terminaloptionto opena new SSHSecureShell for WorkstationsWindows client terminal
window. Thenew window is immediatelyconnectedto thesameremotehostcomputerasthecurrentwindow,
saving you thetroubleof typingyourpasswordagain.

Multiple windows to a singleconnectionallow you to for exampledebug your codein onewindow, execute
it in another, displayreferenceinformationin a third oneandreadyourmail in a fourthwindow.

The sequencenumberof eachwindow is displayedon the window’s title bar, in front of the remotehost
computer’s name. For example,a secondwindow associatedwith a connectionto a hostcomputercalled
remotewoulddisplayas2:remote .

To closeany extra windows whenyou no longerneedthem,click on the X-shapedclosewindow button
locatedonthewindow’stitle barontheupperrighthandcornerof thewindow. Donotclick ontheDisconnect
buttonor selecttheDisconnectoptionfrom theFile menu,asthiswouldclosetheconnectionin all windows
associatedwith thisparticularconnection.

7.6.2 NewFile Transfer

SelecttheNew File Transferoptionto opena new File Transferwindow. To make file managingaseasyas
possible,youcanopenanunlimitednumberof File Transferwindows.

The sequencenumberof eachwindow is displayedon the window’s title bar, in front of the remotehost
computer’s name. For example,a third window associatedwith a connectionto a host computercalled
remotewoulddisplayas3:remote .

To closeany extra windows whenyou no longerneedthem,click on the X-shapedclosewindow button
locatedonthewindow’stitle barontheupperrighthandcornerof thewindow. Donotclick ontheDisconnect
buttonor selecttheDisconnectoptionfrom theFile menu,asthiswouldclosetheconnectionin all windows
associatedwith thisparticularconnection.

7.6.3 NewExplorer

Selectthe New Exploreroption to opena new Windows Explorerwindow. The Windows Exploreris the
familiar Windows utility thatcanbeusedto managethefiles andfoldersin your local computer.You can
havemultipleExplorerwindowsopenat thesametime to makefile managementeasier.

TheNew Explorermenuoptionis availableonly in theFile Transferwindow.
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7.6.4 Close

SelecttheCloseoptiontoclosethecurrentwindow. Otherwindowsareunaffected,evenif they areassociated
with thesameconnection.

7.6.5 CloseAll Others

SelecttheCloseall Othersoptionto closeall theotherSSHSecureShell for WorkstationsWindows client
windowsassociatedwith thisparticularconnection.

A singleconnectioncanhaveseveralwindowsopen(suchasanSSHSecureShellfor WorkstationsWindows
client terminalwindow anda File Transferwindow). The CloseAll Othersoperationaffectsall the other
windowsassociatedwith aparticularconnection.

However, if youhavestartedother, separateSSHSecureShellfor WorkstationsWindowsclients,they arenot
affectedby this operation.CloseAll Othersonly affectsoneconnectionandall of its associatedwindows,
but noother, separateconnections.

7.7 Help Menu

TheHelpmenuallowsyou to accessthehelpandcopyright information.

7.7.1 Contents

SelecttheContentsoptionfrom theHelp menuto view thehelpasWebpages.A browserwill openandthe
HTML basedhelpfileswill beloadedlocally, from yourown computer. Thecontentspagewill appear. Click
onachapteryou wantto explore,or click theIndex link to seeanalphabeticallisting of keywords.

If you want to checkthe Web help insteadof the locally installedhelp files, seethe SSHSecureShell for
WorkstationsWindowsclientWebhelp:http://www.ssh.com/products/ssh/winhe lp/ .

7.7.2 Get Help On

SelecttheGetHelp On option to changethemousepointerto a helppointer. You canusethehelppointer
to click on buttons,menuitemsor otherdetailsof the userinterfaceto seecontext sensitive help on any
particularitem.

c
�

2000SSHCommunicationsSecurityCorp SSHSecureShellWindowsClient



7.7. Help Menu 103

7.7.3 SSHon the Web

SelecttheSSHon theWeboptionto opena submenucontainingWeblinks to SSHSecureShellWebpages.

Online Help

SelecttheOnlineHelp option to load theWebversionof theSSHSecureShell for WorkstationsWindows
client help (http://www.ssh.com/products/ssh/wi nhelp / ). This is useful if you want to see
themostup-to-dateversionof thehelp.

FrequentlyAsked Questions

SelecttheFrequentlyAskedQuestionsoptionto loadtheonlineversionof theSSHSecureShell for Work-
stationsWindowsclientFAQ (http://www.ssh.com/products/ssh/faq .html ).

HomePage

SelecttheHomePageoptionto opentheSSHCommunicationsSecurityhomepage(http://www.ssh.

com).

7.7.4 Troubleshooting

Selectthe Troubleshootingoption to displaythe Troubleshootingdialog. If you encounterproblemswhen
usingtheSSHSecureShellfor WorkstationsWindowsclient,youcansendabugreportby usingthesupport
web form at http://www.ssh.com/support . To make the supportteam’s work easier, you should
describeyour systemandtheproblemsituationascarefullyaspossible.TheTroubleshootingdialoghelps
you in this.

Click theCopy to Clipboardbuttonto copy the troubleshootingreporton theWindows clipboard.You can
thenpaste(Ctrl+V) thereportinto thesupportwebform. But pleasedescribeyourproblemalsoin yourown
words- theTroubleshootingdialogcannotdo thatfor you!

7.7.5 Import LicenseFile

With the Import LicenseFile option you canregisteryour copy of the SSHSecureShell for Workstations
Windowsclient.

After you have appliedfor a licensefile from theSSHe-commercewebsite(http://commerce.ssh.

com) and received a licensefile (which is called license.dat by default), selectthe Import License
File menuoption from theHelp menu. You will bepresentedwith a dialog requestinga file name.Locate
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Figure7.1: TheTroubleshootingdialog.

the license.dat file andclick the OK button. You shouldseea dialog telling that the licensefile was
successfullyimportedandcopiedto theinstallationdirectory.Click theOK buttonto continue.Yourcopy of
theSSHSecureShellfor WorkstationsWindowsclient is now registered.

7.7.6 About Secure Shell

SelecttheAboutSecureShelloptionto view thecopyright informationontheSSHCommunicationsSecurity
Corp’sSSHSecureShellfor WorkstationsWindowsclient. Alsoversionandlicenseinformationis displayed.
Click theOK buttonto closethedialog.
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Figure7.2: TheAboutdialogdisplayscopyright, licensingandversioninformation.
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Chapter 8

AdvancedInformation

SSHis a protocolfor secureremotelogin andothersecurenetwork servicesover an insecurenetwork. It
consistsof threemajorcomponents:

� Transportlayerprotocol[SSH-TRANS]providesserver authentication,confidentiality, andintegrity.
It mayoptionallyalsoprovide compression.The transportlayerwill typically be run over a TCP/IP
connection,but mightalsobeusedontopof any otherreliabledatastream.

� Userauthenticationprotocol[SSH-USERAUTH] authenticatestheclient-sideuserto theserver. It runs
over thetransportlayerprotocol.

� Connectionprotocol[SSH-CONN]multiplexesseveral logical channelsinto theencryptedtunnel. It
runsover theuserauthenticationprotocol.

Theclient sendsa servicerequestoncea securetransportlayerconnectionhasbeenestablished.A second
servicerequestis sentafter userauthenticationis complete. This allows new protocolsto be definedand
coexist with theprotocolslistedabove.

Theconnectionprotocolprovideschannelsthatcanbeusedfor a wide rangeof purposes.Standardmethods
areprovidedfor settingupsecureinteractiveshellsessionsandfor forwarding(”tunneling”) arbitraryTCP/IP
portsandX11 connections.

8.1 SSH2Functionality

TheSSHSecureShellfor WorkstationsWindowsclientconnectsandlogsinto thespecifiedremotehostcom-
puter. Uponlogin, theusermustprovehis identity to theremotehostcomputerby usingsomeauthentication
method.
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Publickey authenticationis basedon theuseof digital signatures.Eachusercreatesa public / privatekey
pair for authenticationpurposes.Theserver knows theuser’s public key, but only theuserhasher private
key.

Whentheusertriesto authenticateherself,theserver sendsa challengeto theuser. Useris authenticatedby
signingthechallengeusingtheprivatekey.

Private/ public key pairscanbe createdwith a built-in key generationwizard. (Seethe section3.3.1(key
generationwizard).)

Otherauthenticationmethodscanbeusedaswell. If othermethodsfail, theSSHSecureShell for Worksta-
tionsWindowsclientpromptsfor a password. Sinceall communicationsis encrypted,thepasswordwill not
beavailablefor eavesdroppers.

Whentheuser’s identity hasbeenacceptedby theserver, theserver eitherexecutesthegivencommand,or
logs into the remotehostcomputerandgivestheusera normalshellon theremotecomputer. All commu-
nicationwith theremotecommandor shellwill beautomaticallyencrypted.Thesessioncanbetransparent
andcanbeusedto reliably transferbinarydata.

The sessionterminateswhenthe commandor shell on the remotemachineexits andall X11 andTCP/IP
connectionshavebeenclosed.Theexit statusof theremoteprogramis returnedastheexit statusof SSH2.

If the useris usingX11, the connectionto the X11 display is automaticallyforwardedto the remoteside
in sucha way that any X11 programsstartedfrom the shell (or command)will go throughthe encrypted
channel,andtheconnectionto therealX serverwill bemadefrom thelocal machine.

SSH2will alsoautomaticallysetupXauthoritydataon theservermachine.For thispurpose,it will generate
arandomauthorizationcookie,storeit in Xauthorityontheserver, andverify thatany forwardedconnections
carry this cookieandreplaceit by the real cookiewhenthe connectionis opened.The real authentication
cookieis neversentto theservermachine(andnocookiesaresentin theplain).

If the useris usingan authenticationagent,the connectionto the agentis automaticallyforwardedto the
remotesideunlessdisabled.

Forwardingof arbitraryTCP/IPconnectionsover the securechannelcanbe specified.TCP/IPforwarding
canbeusedfor secureconnectionsto electronicwalletsor goingthroughfirewalls.

SSH2automaticallymaintainsandchecksa databasecontainingpublic keys of hosts.Whenloggingon to
a hostfor the first time, the host’s public key is storedto a file in theuser’s personaldirectory. If a host’s
identificationchanges,SSH2issuesawarninganddisablespasswordauthenticationto preventfor examplea
Trojanhorsefrom gettingtheuser’spassword. Anotherpurposeof thismechanismis to preventman-in-the-
middleattackswhichcouldotherwisebeusedto circumventtheencryption.

SSH2alsohasbuilt-in supportfor SOCKSversion4 for traversingfirewalls.
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8.1.1 Host Keys

Eachserverhostmusthaveahostkey. Hostsmayhavemultiplehostkeysusingmultipledifferentalgorithms.
Multiple hostsmaysharethesamehostkey. Everyhostmusthaveat leastonekey usingeachrequiredpublic
key algorithm.

The server hostkey is usedduring key exchangeto verify that the client is really communicatingwith the
correctserver. For this to bepossible,theclientmusthaveprior knowledgeof theserver’spublichostkey.

Two differenttrustmodelscanbeused:

� The client hasa local databasethat associateseachhostname(as typedby the user)with the cor-
respondingpublic host key. This methodrequiresno centrallyadministeredinfrastructure,and no
third-partycoordination. The downsideis that the databaseof name-key associationsmay become
burdensometo maintain.

� Thehostname- key associationis certifiedby a trustedcertificationauthority.Theclient knowsonly
theCA rootkey, andcanverify thevalidity of all hostkeyscertifiedby acceptedCAs.

The secondalternative easesthe maintenanceproblem,sinceideally only a singleCA key needsto
be securelystoredon the client. On the other hand,eachhost key must be appropriatelycertified
by a centralauthoritybeforeauthorizationis possible. Also, a lot of trust is placedon the central
infrastructure.

8.1.2 Security Properties

Theprimarygoalof theSSHprotocolsis improvedsecurityon theInternet.

� All encryption,integrity, andpublickey algorithmsusedarewell-known,well-establishedalgorithms.

� All algorithmsareusedwith cryptographicallysoundkey sizesthatarebelievedto provideprotection
againsteventhestrongestcryptanalyticattacksfor decades.

� All algorithmsarenegotiated,andin casesomealgorithmis broken,it is easyto switchto someother
algorithmwithoutmodifyingthebaseprotocol.
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Chapter 9

Troubleshooting

If you shouldencounteran error messagewhen using the SSH SecureShell for WorkstationsWindows
client,pleasereadtheerrormessagecarefullyandfollow thesuggestedcourseof action.Somepossibleerror
messagesandtheir suggestedcorrectiveactionsaredescribedbelow.

9.1 Authentication Failure

Thiserrormessageindicatesthattheauthenticationprocessbetweenyour localcomputerandtheremotehost
computerhasfor somereasonfailed.

Themostcommoncausefor failedauthenticationis anincorrectpassword,likely causedby atypingmistake.

Also theusernamemaybeincorrect.Checkthatyouhave typedit correctly.

Onepossiblereasonfor authenticationfailureis thattheremotehostcomputermayhavebeenconfiguredto
requireseveralauthenticationmethodsto beused.For examplebothpasswordandpublickey authentication
couldbeusedfor increasedsecurity. Evenif you enteredyour password correctly, someotherrequiredau-
thenticationmethodcouldhavefailed.A relatively commonsituationis onewheretheremotehostcomputer
is expectingpublic key authenticationandyou have not sentyour public key to thehost.You cando this by
following theinstructionsin section3.5(UploadingYourPublicKey).

It mayalsobepossiblethatyour accounton theremotehostcomputerhasbeendisabledor that theremote
hostcomputeris having temporaryproblemscausingerrorswith thelogin procedure.

Try to connectagainandcarefully type in your usernameandpassword. If after a coupleof retriesyou
aresurethat you have enteredboth of themcorrectly, contactthe systemadministratorof the remotehost
computer.
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9.2 Confirm Disconnect

This dialog is displayedwhenyou aredisconnectinganactive connection.You caneitherconfirmthedis-
connectoperationor cancelit.

Yes

Click theYesbuttonto closethecurrentlyactiveconnection.

No

Click theNo buttonto keepthecurrentconnection.

Cancel

Click theCancelbutton to changeyour mind andabortthe disconnectoperation.This hasthesame
effectasselectingNo. (Thisoptionis includedto maketheselectionmoreintuitivefor userswhohave
clickedtheDisconnectbuttonin error.)

Help

Click theHelp buttonto view thehelp.

Note that oneconnectioncanhave several windows open(suchasan SSHSecureShell for Workstations
Windowsclient terminalwindow andaFile Transferwindow). Disconnectingaffectsall windowsassociated
with asingleconnection.All tunnelsassociatedwith thedisconnectedconnectionwill beterminatedaswell.

However, if youhavestartedother, separateSSHSecureShellfor WorkstationsWindowsclients,they arenot
affectedby this disconnectoperation.Disconnectingquitsoneconnectionandall of its associatedwindows,
but no other, separateconnections.Youcandifferentiatebetweendifferentwindowsassociatedwith a single
connectionby thewindow’ssequencenumber, displayedon thetitle bar.

You candifferentiatebetweendifferentwindows associatedwith a singleconnectionby the window’s se-
quencenumber, displayedonthetitle bar(seesection4.1(TerminalWindow Title Bar)).

9.3 Confirm File Overwrite

TheConfirmFile Overwritedialogindicatesthatafile youaretransferingalreadyexistsin thetargetsystem.
Youcanchooseif you wantto replacetheold file with thetransferredfile.

Youhavethefollowing options:

Yes

Click theYesbuttonto replacetheold file.

Yesto All

Click theYesto All buttonto replacethis file andalsoall theotherfiles thatalreadyexist in thetarget
system.

c
�

2000SSHCommunicationsSecurityCorp SSHSecureShellWindowsClient



9.4. ConnectionFailur e 113

No

Click theNo buttonto avoid overwritingthealreadyexistingfile.

Cancel

Click theCancelbuttonto abortthefile transferoperation.

9.4 ConnectionFailure

This error indicatesthat theSSHSecureShell client cannotestablisha connectionto theremotehostcom-
puter. Thereareseveralreasonsthatmightcausethissituation.

It maybethatyou have simply madea typing mistake, andthereis anerror in thenameof theremotehost
computer. In thiscaseyoushouldalsoreceiveanerrorstatingthatthehostis unknown.

Checkthat you have definedthe correctport numberfor the connection.The port canbe changedon the
Connectionpageof theSettingsdialog.

Theremaybeproblemswith theconfigurationor physicalsetupof thenetwork connection.Verify thatother
network connectionsarefunctioning.

This problemmay alsoariseif your local systemis protectedby a firewall and the firewall hasnot been
properlyconfigured.If you suspectthat this is thecase,askyour local systemadministratorto reconfigure
thefirewall.

Theremayalsobeatemporaryproblemwith theremotehostcomputer.If this is thecase,youshouldwait for
a while andtry to connectagainlater. Contacttheadministratorof theremotehostcomputerfor additional
information.

9.5 Disconnected;Authentication Err or

Theerrormessage”Disconnected;AuthenticationError(No furtherauthenticationmethodsavailable.)”indi-
catesthatany of themethodsthathavebeenusedto authenticateyou to theserverhavenotbeensuccessful.

A relatively commonsituationis onewheretheremotehostcomputeris expectingpublickey authentication
to beusedandyouhavenotsentyourpublickey to thehost.Youcando thisby following theinstructionsin
section3.5(UploadingYourPublicKey).

This error is alsoproducedif the system’s nameserver is not doing reverselookupscorrectly. Ask your
systemadministratorto configurethenameserversothatit doesreverselookupsproperly.

If this is not possible,the systemadministratorhasto edit the file /etc/ssh2/sshd2 config on the
SSHserverandchangetheRequireReverseMappingsettingto no .
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This is a commonproblemfor modemconnections.Typical modemconnectionsusedynamicIP addresses.
ThismeansthattheIP addresschangesfrom oneconnectionto another, andthesedynamicIP addresseshave
no permanentnameserver entriesin theDomainNameSystem(DNS). If this is thecase,you will have to
askyourserviceprovider to edit thesshd2configfile on theSSHserver.

9.6 Disconnection

Thiserrorindicatesthattheconnectionto theremotehostcomputerhasbeenlost.

Theremaybeproblemswith theconfigurationor thephysicalsetupof eitheryour or theremotehostcom-
puter’snetwork connection.

It mayalsobethattheremotehostcomputerhasbeenrebooted,whichhasdisconnectedyourcomputerfrom
thehost.

Usuallyproblemsof thiskind aretemporary, andyou cantry againafterwaiting for a while. If thisdoesnot
help, checkyour local network, andif necessary, contactalsothe systemadministratorof the remotehost
computer.

9.7 Enter Passcode

Youhaveto enterthepasscodein orderto authenticatetheconnection.Sometimesit maybethatyou cannot
do this immediately, but have to wait for thetokento change.

Thismessageappliesonly to SecurIDauthentication.

9.8 Enter PassphraseFor PrivateKey

Thismessageindicatesthattheremotehostcomputeris willing to acceptyourpublickey to authenticateyou
in thefuture.

Typein thepassphraseassociatedwith thiskey. (Youdefinedthepassphrasewhenyoucreatedthepublickey
- seesection3.3.5(Key Generation- EnterPassphrase)for moreinformation.)

If you just presstheEnterkey, public authenticationwill not beused,andthesystemwill askyou to typein
yourpassword instead.
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9.9 Err or Renaming

Thiserrormessageindicatesthatafile or folderon theremotehostcomputercouldnotberenamed.Usually
thismeansthattheSSHserversoftwareis tooold to supportrenaming.

TherenameoperationrequiresanSSHSecureShellserverversion2.2.0(or later).EarlierSSHSecureShell
server versionsdo not supporttherenameoperation.Renamingremotefiles or foldersis not possibleuntil
thesystemadministratorof theremotehostcomputerupdatestheSSHserversoftware.

9.10 Evaluation Period Ending

Thismessageindicatesthattheevaluationperiodfor thiscopy of SSHSecureShellclientwill soonend.You
areallowedto usetheclient for freefor thedurationof theevaluationperiod,andafterthatyoushouldobtain
a licensein orderto continueusingthesoftware.

For moreinformationon the licenseagreement,readthefile license.txtlocatedin thedirectorywhereSSH
SecureShellfor WorkstationsWindowsclientwasinstalled.

Now it is a goodtime to registerthesoftwareto ensurethatyournetwork connectionswill alwaysbesecure.
Thefastestandmostconvenientway to obtaina licensefor your SSHSecureShellclient is to visit theSSH
e-commercewebsiteathttp://commerce.ssh.com/ .

Thelicensingis aquickandeasyoperation.Thelicensefile is asmall,fastloadingfile thatyoucandownload
immediately. You canimport the licensefile (license.dat)by selectingthe Import LicenseFile option from
theHelpmenu.

You will be presentedwith a dialog requestinga file name. Locatethe license.datfile and click the OK
button. You shouldseea dialogtelling that the licensefile wassuccessfullyimported.Click theOK button
to continue.Yourcopy of theSSHSecureShellfor Workstationsis now registered.

Alternatively, if you wantto downloadthenewestversionof thelicensedSSHSecureShellWindowsClient
software,youcandownloadthewholepackagewith thelicensealreadyinstalled.

Thankyou for evaluatingtheSSHSecureShellWindowsClient!

9.11 Expiration

This error indicatesthat theevaluationperiodfor this copy of theSSHSecureShell client hasended.The
clientsoftwarecannotbeuseduntil youobtainavalid license.

For moreinformationon thelicenseagreement,readthefile license.txtlocatedin thesamedirectoryasthe
SSHSecureShellWindowsClient.
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Thefastestandmostconvenientway to obtaina licensefor your SSHSecureShellclient is to visit theSSH
e-commercewebsiteathttp://commerce.ssh.com/ .

Thelicensingis aquickandeasyoperation.Thelicensefile is asmall,fastloadingfile thatyoucandownload
immediately. You canimport the licensefile (license.dat)by selectingthe Import LicenseFile option from
theHelpmenu.

You will be presentedwith a dialog requestinga file name. Locatethe license.datfile and click the OK
button. You shouldseea dialogtelling that the licensefile wassuccessfullyimported.Click theOK button
to continue.Yourcopy of theSSHSecureShellfor Workstationsis now registered.

Alternatively, if you wantto downloadthenewestversionof thelicensedSSHSecureShellWindowsClient
software,youcandownloadthewholepackagewith thelicensealreadyinstalled.

Thankyou for evaluatingtheSSHSecureShellfor Workstations!

9.12 Failed To CreateAn Incoming Tunnel

Thiserrorindicatesthatthesystemhasnotbeenableto createtherequestedtunnel.

Themostcommonreasonfor this failure is thata tunnelwith thesamenamealreadyexists. Thesimilarly
namedtunnelmayhavebeencreatedby anotherSSHSecureShellclient connectedto thesameserver.

If thesystemhasseveralof SecureShellusers,they mayalreadyhavereservedseveralavailableports.In this
casejust try againto find a freeport.

Anotherpossiblereasonis thatyouhavenopermissionto opentherequestedport. Thesystemadministrator
may have seta policy that restrictsopeningof communicationsports- this is commonpracticeespecially
with incomingports.Checkthelocal policy from thesystemadministrator. Pleasenotethatonly thesystem
administrator(root)canopenportnumbersunder1024.

Pleasenotethatbothincomingandoutgoingtunnelsproducetheirown errormessages.If bothfail, theclient
will displaytwo separateerrormessages.

9.13 Failed To ReadKeymapFile

This error messageindicatesthat for somereasonthe SSHSecureShell for WorkstationsWindows client
is unableto readthe KEYMAP.MAP file. Whenthe SSH2client is startedfor the first time, it checksfor
theexistenceof thekeymapfile, andif the client doesnot find it, it copiesit to thecurrentuser’s personal
directory.

For easyaccessto yourpersonaldatafiles,opentheProfileSettingspageof theSettingsdialogandclick the
Browsebutton.
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CheckthattheKEYMAP.MAP file is in thecorrectfolderandthatits Read-onlyattributeis notset.

9.14 File OpenErr or

This error indicatesthata configurationfile (suchasKEYMAP.MAP or default.ssh2)couldnot beproperly
opened.Thefile maybedamaged,or thefile maydefineanunknown configurationvalue.

Thiserrormayindicatethatyouareusinga configurationfile thatwascreatedusinganearlierversionof the
SSHSecureShellclient. Youcanremedythisby saving your configurationfile again(selecttheSave option
from theFile menu).

9.15 Host Identification

Whenyou connectto a remotehostcomputerfor thefirst time, thehostsendsyour localcomputerits public
key in orderto identify itself. To helpyou to verify thehost’s identity, theHostIdentificationdialogdisplays
a fingerprintof the host’s public key. The fingerprint is representedusingthe SSHBabbleformat, and it
consistsof apronounceableseriesof fivelowercaselettersseparatedby dashes.If youhavereasonto suspect
thatthepublickey youhavereceivedmaybeforged,you canfor examplephonethesystemadministratorof
theremotehostmachineandcheckif thefingerprintis correct.

Youcansavethehostkey onyourlocalcomputerby clicking theYesbutton.Thisis therecommendedaction.
If you save thehostkey, you won’t have to answerthis dialogagainwhenconnectingto thesamehostfrom
thesamecomputer.

If youdonotwantto save thehostkey, click theNo button.Youcanconnectnormally, but thenext timeyou
connectto thesamehost,the remotehostwill sendyou its public key andyou will againbeasked, if you
wantto save thekey onyour localcomputer.

You canalsocanceltheconnectionattemptby clicking theCancelbutton. This resultsin anauthentication
failure,andtheconnectionwill becanceled.Thehostkey is not savedandyour local computerwill not be
noconnectedto theremotehostcomputer.

9.16 Host Identification Failed

Thiserrorsignifiesthattheidentificationmethodusedby theremotehostcomputerdoesnotmatchwhatwas
expectedby theSSHSecureShellclient.

A changein thehostidentificationmaybecausedby oneof thefollowing reasons:

� Theadministratorof theremotehostcomputerhaschangedtheidentificationmethod.
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� Theadministratorof the remotehostcomputerhaschangedthe IP address(or the hostname)of the
remotehost.

� Theadministratorof theremotehostcomputerhasupgradedthesystemfrom SSHversion1 server to
SSHversion2.

� An intruderis trying to poseastheremotehostcomputer.

If you encounterthis situation,do not proceedwith the connection! First you shouldcontactthe system
administratorof theremotehostcomputer(preferablyby phone)andcheckthereasonfor thefailedidentifi-
cation.Only proceedwith theconnectionwhenyouaresurethattheerroris notcausedby anintruder.

9.17 KeymapErr or

ThiserrorindicatesthattheSSHSecureShellclienthasnotbeenableto readakeymapfile (KEYMAP.MAP,
KEYMAP22.MAPor OUTPUT.MAP) thatdefineshow thekeyboardinput/outputis processed.Thekeymap
file is eithermissing,corruptedor renamedwith anunrecognizablefile name.

Closethe SSH SecureShell client andcheckthe keymapfile. If it is missingor corrupted,reinstall the
SSHSecureShell client. Thenew installationwill leave your savedconfigurationsettingsintact,andafter
reinstallingyou cancontinueusingSSHSecureShellclientasbefore.

9.18 NewPIN

Entera new PIN (PersonalIdentifactionNumber)in orderto continue. Enterthe PIN twice, oncein each
field. Thisensuresthatyou havenotmadea typingmistake.

9.19 The RemoteHost UsesSSH1Protocol

Thismessageindicatesthatyouareconnectingto aremotehostcomputerthatis usingversion1 of theSecure
Shellprotocol(SSH1).

Pleasenote that an SSH version2 (SSH2) is a more advancedprotocol than the legacy versionSSH1.
For more information on using an SSH1connection,seethe SSH web site http://www.ssh.com/

products/ssh/ssh1.html .

If you chooseto accepttheSSH1connection,multiple terminalwindowsandthefile transferoperationsare
notavailable.

If you do not want to seethis messageagain,selectthe appropriateSSH1Connectionssettingfrom the
Securitypageof theSettingsdialog.For moreinformationon thisoption,seesection2.5.8(Security).
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9.20 Wr ongPassphrase

Thiserrorindicatesthatthepassphraseyouenteredis incorrectandthattheprivatekey file couldnotberead.

It alsopossiblethatthekey file hasbeendamaged,but this is unlikely.

This error will result in authenticationfailure (seesection9.1 (AuthenticationFailure)) anddisconnection
(seesection9.6(Disconnection)).Click theOK buttononbotherrordialogsto continue.

Try to connectagain.If thiserroris repeated,uploadyourpublickey to theremotehostcomputeragain.For
moreinformationon thisprocedure,seesection3.5(UploadingYourPublicKey).

9.21 Wr ongPassword - Enter Again

This error indicatesthat the password you typeddoesnot matchwhat the remotehostcomputerexpected.
Youhaveprobablymadea typingmistake(or possiblyleft thepasswordfield blank,whenthehostcomputer
expectedto receivea password). Retypeyourpasswordandhit theEnterkey to try again.

If afterseveralattemptsyouaresurethatyouhavetypedyourpasswordcorrectly, contactthesystemadmin-
istratorof theremotehostcomputer.

9.22 Your LicenseHasExpir ed

This error indicatesthat the licensefor this copy of theSSHSecureShell for WorkstationsWindows client
hasexpired.Theclientsoftwarecannotbeuseduntil youobtaina new license.

For moreinformationon thelicenseagreement,readthefile license.txtlocatedin thesamedirectoryasthe
SSHSecureShellWindowsClient.

Thefastestandmostconvenientway to obtaina licensefor your SSHSecureShellclient is to visit theSSH
e-commercewebsiteathttp://commerce.ssh.com/ .

Thelicensingis aquickandeasyoperation.Thelicensefile is asmall,fastloadingfile thatyoucandownload
immediately. You canimport the licensefile (license.dat)by selectingthe Import LicenseFile option from
theHelpmenu.

You will be presentedwith a dialog requestinga file name. Locatethe license.datfile and click the OK
button. You shouldseea dialogtelling that the licensefile wassuccessfullyimported.Click theOK button
to continue.Yourcopy of theSSHSecureShellfor Workstationsis now registered.

Alternatively, if youwantto downloadthenewestversionof thelicensedSSHSecureShellfor Workstations
software,youcandownloadthewholepackagewith thelicensealreadyinstalled.

Thankyou for usingtheSSHSecureShellfor WorkstationsWindowsclient!
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9.23 SSH1SpecificErr or Messages

Thefollowing errormessagemaybeencounteredwhenusingSSH1connection.

9.23.1 UnexpectedEOF

This errormessageindicatesthattheconnectionto theserverhasbeenlost (literally meaningthattheSSH2
clienthasencounteredanunexpectedEndOf File signal).
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Chapter 10

Appendices

The SSHSecureShell for WorkstationsWindows client is shippedwith somecommandline tools. Their
functionalityis briefly explainedin thefollowing appendices.(For informationon thecommandline version
of SSH2,pleaseseesection3.7( CommandLine Options).)

Also includedis a list of answersto frequentlyaskedquestionsabouttheSSHSecureShellfor Workstations
Windowsclient.

10.1 SSH2

SSH2.EXE is a commandline versionof the

SSHSecureShell2 utility.

Thesyntaxof SSH2is:

ssh2 [options] [user@]host[#port] [command]

Thefollowing optionsareavailable:

-l user Log in using this user name.

+x Enable X11 connection forwarding.

-x Disable X11 connection forwarding.
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-i file Identity file for public key authentication

-F file Read an alternative configuration file.

-t Tty; allocate a tty even if command is given.

-v Verbose; display verbose debugging messages. Equal to ‘-d 2’

-d level Set debug level.

-V Display version number only.

-q Quiet; don’t display any warning messages.

-c cipher Select encryption algorithm. Multiple -c options are

allowed and a single -c flag can have only one cipher.

-m MAC Select MAC algorithm. Multiple -m options are

allowed and a single -m flag can have only one MAC.

-p port Connect to this port. Server must be on the same port.

-S Don’t request a session channel.

-L listen-port:host:port Forward local port to remote address

-R listen-port:host:port Forward remote port to local address

These cause SSH to listen for connections on a port, and

forward them to the other side by connecting to host:port.

+C Enable compression.

-C Disable compression.

-o ’option’ Process the option as if it was read from a configuration file.

-h Display this help.

Thecommandcanbeeitherof thefollowing:
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remotecommand[arguments ...]

Runcommandin remotehost.

-s service

Enableaservicein remoteserver.

TypeSSH2withoutargumentsto seethecommandline syntaxandthelocationof theconfigurationfiles.

10.2 SCP2

SCP2.EXE is a Windowsportof theUNIX SecureCopy 2 tool (scp2).

SCP2is usedto securelycopy files over thenetwork. TheprogramusestheSSH2protocolfor datatransfer,
andusesthesameauthenticationandprovidesthesamesecurityasSSH2.SCP2will askfor passwordsor
passphrasesif they areneededfor authentication.

Any file namemaycontaina host,userandport specificationto indicatethatthefile is to becopiedto/from
thathost.Copiesbetweentwo remotehostsarepermitted.

SCP2usesthesamehostkeys anduserkeys asthegraphicalSSHSecureShellWindowsclient. Thedefault
locationfor thesefiles is thedirectoryusedto storetheuserprofile. The -k switchcanbeusedto override
thedefault location.

PleasenotethatSCP2offersno fallbackto theSSH1protocol.

SYNOPSIS

scp2 [-D debug_level] [-d] [-q] [-Q] [-p] [-u] [-r] [-v] [-c cipher]

[-C] [-P ssh2-port] [-f fw-name] [-F fw-port] [-k dir] [-V] [-h]

[[user@]host[#port]:]file ... [[user@]host[#port]:]file_or_dir

OPTIONS

-D debug_level_spec Set debug level. (Syntax is module=level)

-d Force target to be a directory.

-q Make scp quiet (only fatal errors are displayed).

-Q Don’t show progress indicator.

-p Preserve file attributes and timestamps.

-u Remove source files after copying.

-r Recurse subdirectories.

-v Verbose mode; equal to ’-D 2’.

-c cipher Select encryption algorithm. Multiple -c options are

allowed and a single -c flag can have only one cipher.
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-C Sets compression on. Default is off.

-P ssh2-port sshd2 port.

-f fw-name Firewall name.

-F fw-port Firewall port.

-k dir Store host keys and read user keys from this dir

instead of the user profile dir.

-V Display version.

-h Display this help.

Switchesaddedfor theWindowsversionof SCP2are-C , -f , -F and-k .

The Windows versionof SCP2doesnot readthe ssh2 config file or any otherconfigurationfiles. It
receivesall its parametersfrom thecommandline.

10.3 SFTP2

SFTP2.EXE is a Windowsportof theUNIX SecureFile Transfer2 tool (sftp2).

SFTP2is an FTP-like client that canbe usedfor file transferover the network. SFTP2usesSSH2in data
connections,sothefile transportis secure.

In orderto connectusingSFTP2,you needto make surethatsshd2is runningon theremotehostcomputer
youareconnectingto.

SYNOPSIS

sftp2 [-D debug_level_spec] [-b batchfile] [-S path] [-h]

[-V] [user@]host[#port]

OPTIONS

-D debug_level_spec

Debug mode. Makes SFTP2 to send verbose debug output.

The debugging level is either a number (0-99),

or a comma-separated list of assignments

ModulePattern=debug_level.

-b batchfile

Batch mode. Reads commands from a file instead of

standard input. Since this mode is intended for

scripts, SFTP2 will not try to interact with the user,

which means that only passwordless authentication methods

will work. In batch mode, a failure to change the current
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working directory will cause SFTP2 to abort.

Other errors are ignored.

-S path

Specifies the path to the SSH2 binary.

-h Prints the command syntax and exits.

-V Prints version information and exits.

user Specify the username to use when connecting.

(Optional)

host Specify the host to connect to.

port Specify the port on the host to connect to.

(Optional)

10.3.1 SFTP2Commands

WhenSFTP2is readyto acceptcommands,it will displaya prompt(sftp � ). Theusercanthenenterany
of thefollowing commands:

open[host name ]

Triesto connectto thespecifiedhost.

localopen

Opensa localconnection.This is intendedfor debuggingandtesting.

close

Closesthecurrentsession.

quit

Quitstheapplication.

cd [dir ectory ]

Changesthecurrentremoteworkingdirectory.

lcd [dir ectory ]

Changesthecurrentlocalworkingdirectory.

pwd

Printsthenameof thecurrentremoteworkingdirectory.
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lpwd

Printsthenameof thecurrentlocalworkingdirectory.

ls [-R [-l] [file ...]]

Liststhenamesof thefilesontheremoteserver. For directories,thecontentsof thedirectoryarelisted.

Whenthe-R optionis specified,thedirectorytreesarelistedrecursively. (By default,thesubdirectories
of theargumentdirectoriesarenotvisited.)

Whenthe-l optionis specified,file sizes,modificationtimes,permissionsandowners(assupportedby
thefile system)arealsoshown.

Whenno argumentsaregiven,it is assumedthatthecontentsof thecurrentdirectoryarebeinglisted.
Currentlytheoptions-R and- l aremutuallyincompatible.

lls [-R [-l] [file ...]]

Thesameasls, but operateson localfiles.

get [file ... ]

Transfersthe specifiedfiles from the remoteendto the local end. Directoriesarerecursively copied
with their contents.

mget [file ... ]

Synonymousto get.

put [file ... ]

Transfersthe specifiedfiles from the local endto the remoteend. Directoriesarerecursively copied
with their contents.

mput [file ... ]

Synonymousto put.

rename[source [target]]

Renamesthefile sourceto target.

lr ename[source [target]]

Sameasrename,but operateson localfiles.

rm [file ]

Triesto deletethespecifiedfile.

lrm [file ]

Thesameasrm, but operateson localfiles.

mkdir [dir ectory ]

Triesto createthespecifieddirectory.

lmkdir [dir ectory ]

Thesameasmkdir, but operateson localfiles.
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rmdir [dir ectory ]

Triesto deletethespecifieddirectory.

lrmdir [dir ectory ]

Thesameasrmdir, but operateson localfiles.

help [topic ]

If topic is notgiven,lists theavailabletopics.If topic is given,outputstheavailableonlinehelpon the
topic.

10.3.2 SFTP2CommandInter pretation

SFTP2understandsbothbackslashesandquotationmarksonthecommandline. A backslashcanbeusedfor
ignoringthespecialmeaningof any characterin thecommandline interpretation.It will beremovedevenif
thecharacterit precedeshasnospecialmeaning.

Quotationmarkscanbeusedfor specifyingfilenameswith spaces.

Also, if youdoget . or put . youwill getor puteveryfile in thecurrentdirectoryandpossiblyoverride
files in yourcurrentdirectory.

SFTP2supportswild cards(alsoknown asglobpatterns)givento commandsls , lls , get , andput .

10.4 SSH-keygen2

SSH-KEYGEN2.EXEis a Windowsportof theUNIX SSH2key generationtool (ssh-keygen2).

Thessh-keygen2is atool thatgeneratesandmanagesauthenticationkeysfor SSH2.Eachuserwishingto use
SSH2with publickey authenticationcanrun this tool to createauthenticationkeys. Additionally, thesystem
administratormayusethis to generatehostkeys for theSSHSecureShellserver.

SYNOPSIS

ssh-keygen2 [-b bits] [-t key_algorithm] [-c comment_string]

[-e file] [-p passphrase] [-P] [-\?] [-h] [-q] [-1 file] [-i]

[-V] [-r] [-F file] [key1 key2 ...]

OPTIONS

-b bits

Length of the key in bits, for example 1024 bits.
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-t key_algorithm

The algorithm used in key generation. Currently only

DSS (Digital Signature Standard) is supported.

(In some distributions, RSA is, too.)

-c comment_string

Specify the key’s comment string.

-e file

Edit the specified key. Makes ssh-keygen2 interactive.

You can change the key’s passphrase or comment.

-p passphrase

Specify the passphrase used.

-P Specify that the key will be saved with an empty

passphrase.

-h | -\?

Print a short summary of ssh-keygen2 commands.

-q Hide the progress indicator.

-1 file

Convert key from ssh1 format to ssh2 format.

-V Print version string and exit.

-r Stir in data from stdin to the random pool.

-F file

Dump the fingerprint of a given publickey. The finger-

print is given in the Bubble Babble format, which

makes the fingerprint look like a string of "real"

words (making it easier to remember).

10.5 FrequentlyAskedQuestions

TheFAQ givesanswersto someof themostfrequentlyaskedquestionsaboutSSHSecureShellfor Worksta-
tionsWindowsclient.
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10.5.1 ConnectionIssues

DoesSSHSecureShell for Workstations Windowsclient support connectingto an SSH1server?

Yes. But pleasenotethat this is a terminalemulationcompatibility feature- this meansthat File Transfer,
commandline SCP2andmultiplewindowswill notwork whenconnectingto anSSH1server.

When connecting to a host where I know I have an account, SSH2 says Disconnected;

authentication error (No further authentication methods available.) (for
ssh-2.0.13server), or doesn’t let me in, even when I type the correct password (for newer servers).
What’ swrong?

Theserver is probablytrying to checkthatthehostnameyou gave it hasa DNS entry. Most dialupconnec-
tionsdonothavea DNSentry.

In older SSH2 server versions, the default /etc/sshd2 config file had a statement
RequireReverseMapping yes . This should be changedto RequireReverseMapping no .
Ask yoursystemadministratorto changethis. If youstill haveproblems,consultyoursystemadministrator.

Doesthe SSH Secure Shell for Workstations Windows client have support for host keys(to manage
public keysof multiple hosts)?

Yes,SSHSecureShell for WorkstationsWindowsclient supportshostkeys. SelecttheSettingsoptionfrom
the Edit menu,andopenthe Host Keys page(underGlobal Settings). Thereyou cansetyour host keys
options.

10.5.2 File Transfer Issues

I’m using SSHSecure Shell for Workstations Windows client. I can connectto the server and seethe
files on remotehost computer, but the Modified column is blank. I would lik e to beable to seethe last
modified time.

This is a problemwith theserver sideof thesoftware. Most likely theserver is runningSSHSecureShell
server version2.0.13or earlier. Pleaseaskyour systemadministratorto updatetheSSHSecureShellserver
softwareto resolvethisproblem.

Can I configure the SSHSecure Shell for Workstations Windows client to openthe File Transfer win-
dow by default?

Yes- just opentheFile Transferwindow, closeall terminalwindows andsave thesettings(by selectingthe
Saveoptionfrom theFile menu).Thenext timewhenyoustarttheclient,only theFile Transferwindow will
open.Whenyousavethesettings,thewindow positionsandtypesaresavedsoyoucanhaveany combination
of windowsto openby default.
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10.5.3 Installation Issues

I have installed the SSHSecureShell for Workstations WindowsClient, and whenI start the program,
several windowsareopened.What is goingon?

Whenyousave your currentsettings,alsothewindow positionsaresaved. If you starttheSSHSecureShell
client, opena new terminalwindow or two, andthensave the settings,the ’extra’ terminalwindows will
appearwhenyou next timestarttheSSHSecureShellclient. If youopentheFile Transferwindow andsave
yoursettings,thenext timealsotheFile Transferwindow will appear.

If you have too many (or too few) windows openby default,or thewindow positionsarenot to your liking,
you canalwaysarrangethewindows asyou want themto appear, andthensave your settings(by selecting
theSaveoptionfrom theFile menu).Thenew window positionswill beusedwhenyoustarttheSSHSecure
Shellclientagain.

How can I uninstall the SSHSecureShell for Workstations Windowsclient?

Openyour Windows ControlPanel(by clicking theStartbuttonandthenclicking theControlPaneloption
from theSettingsmenu).DoubleclickontheAdd/RemoveProgramsicon,thenselectSSHSecureShell,and
follow thedisplayedinstructions.

10.5.4 LicensingIssues

Do I have to reinstall if I havebeenusingan evaluation versionand purchasethe software?

No,all youshouldneedto dois import thelicense.dat file. Thelicense.dat file turnsanevaluation
version(whichis basicallyjust thesamebinarywithouta licensefile) into alicensedversion(eithercommer-
cial or non-commercial,dependingon thecontentsof thelicensefile). Thismeansthatyoudon’t necessarily
needto downloadthebinaryagain,if you have beenevaluatingthesoftwareandthendecideto purchasea
commercial(or non-commercial)license.Thismakeslife easierif you havea slow Internetconnection.

Usethe Import Licenseoption from theHelp menuto import the license.dat file into theSSHSecure
Shell for WorkstationsWindowsclient. (Browsethedirectorytreeto selecttheappropriatelicense.dat

file).

10.5.5 TechnicalIssues

What ports doesthe SSHconnectionuse?

SSHconnectionusesport22 for theserver, ports1024andhigherfor theclient.

What type of terminal emulation is supported?

Theterminalemulationis compatibleupto vt320standard(i.e. vt100,vt220,vt320,ansi[90%]) andis partly
xtermcompliant.
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Wherecan I find a list of supportedplatforms for SSHSecureShell?

Thelist of supportedplatformscanbefoundat theSSHportability webpage(http://www.ssh.com/

products/ssh/portability.html ).

10.5.6 Tunneling Issues

Can I tunnel X11 connectionsthr oughSecureShell?

Yes.Performthefollowing stepsto forwardX11 traffic:

1. InstallanX emulationprogram(for exampleExceedor Reflections).

2. SelecttheSettingsoptionfrom theEditmenu.SelecttheTunnelingpageontheSettingsdialog.Ensure
thatTunnelX11 Connectionscheckboxis checked.

3. Saveyoursettingsfor theSSHSecureShellfor WorkstationsWindowsclient.

4. Logoutof theSSHSecureShellWindowsclient,andlog backin.

5. StarttheX serverprogram.

6. Runxterm or xclock from SecureShell,andtheX11 forwardingshouldwork.
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Index

... button,83

.profile , 98

.pub , 33,49

.rhosts , 98

.ssh2 , 18,56–58

.ssh2file, 18

3DES,20,22

AboutSecureShelloption,104

account,111

Add button,25

Add New Tunneldialog,25

Add Profiledialog,45

Add/Remove Programs,130

addingaprofile,46

administrator, 53,111,114

advancedinformation,107

algorithm,62,68,109

algorithms:customizedlist, 20

alphabeticalsorting,36,87,97

ansi,21,130

ANSI colors,31

ANSI Colorssetting,31

ANSI controlcodes,31

answerbackstring,15

Appearancepage,28

applicationicon,16

applicationkeypad,23

Arcfour, 20,22

ArrangeIcons,72

ArrangeIconsoption,97

associatedwindows,81,92,102,112

association,18

association:file type,36

asterisk,17

attribute:Read-only, 117

attributes,36,86,97

attributesof files,69

authenticatedcommunications,11

authentication,48,108,111

authenticationagent,108

authenticationcookie,108
authenticationerror, 111,113
authenticationfailure,54,111,117
authenticationmethod,14,55,56,107,114
AuthenticationMethodslist, 20
authenticationprocess,111

authentication:publickey, 31,59,114
authentication:SecurID,14
authorizationfile, 53,56–59

Babbleformat,54,117
backgroundcolor, 30,31

Backspace , 22,67,99
Backspaceoperation,22
BackspacesendsDeletecheckbox,22
bannermessage,14
Blowfish,20,22
border, 40
branch,17
Browsebutton,18,19,116
browser, 102

bug fixes,15
bug report,103
businessinformation,11
By Date,97
By Name,97
By Size,97
By Type,97

CA, 109
Cancelbutton,19,29,30,54,56
cancelselection,94
CapsLock key, 62
carriagereturn,22
casesensitive,36,87,97
casesensitivesearch,83

casesensitivity, 36,97
CAST128,20,22
certificationauthority, 109
challenge,49,108
ChangePassphrasebutton,32
changedsettings,17
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changingfile permissions,69
channel,107
checkmark,91,95,96
cipher, 22
CipherList page,21
cipher:DES,14
ClearHostNamecheckbox,38

clearselection,94
ClearUserNamecheckbox,38
client icon,16
clientversiondifferences,117
clientwindows,102
clipboard,39,47,81,82,92,93,103
Closeall Othersoption,102
Closebutton,72,74,80

closebutton,84
Closeoption,102
CloseProgressDialogOnSuccesscheckbox,35
closewindow button,101
closedfolder, 66
closingwindows,84,101
colorof folders,67

colorof text, 30,31
colorscheme,30
colorsettings,30
color: ANSI colors,31
color: background,30
color: cursor, 31
color: disconnected,31
color: foreground,30

color: selection,31
color: terminalcolors,30
colors,66
Colorspage,30
commandline, 59,124
commandline interface,61
commandline options,14,59

commandline tools,14
commandoutput,93
commandprompt,59
Commandstab,42
comment,52
Commentcolumn,33
commonsettings,28
compression,21

configuration,15,45
configurationfile, 19,78,90,117,118
configuration:authenticationmethods,14
configuringmenuitems,42
configuringmenus,89

configuringtoolbars,77
ConfirmDeletecheckbox,35
ConfirmDeletedialog,48,100
ConfirmDisconnectdialog,80,91
ConfirmExit dialog,92
ConfirmFile Overwritedialog,112
ConfirmOverwritecheckbox,35

confirmation,35
Connect,53
Connectbutton,56
Connecticon,53
Connectoption,47,80,91
Connectto RemoteHostdialog,53,55,59,80,91
connectedwindow, 30
connection,34,56,102

ConnectionFailureerrormessage,113
connectioninformation,61
Connectionpage,19,113
connectionprotocol,107
Connectionscreen,62,68
connectionsettings,14,17–19,85,94
connection:lost,120

connection:SSH1,40
Contentsoption,102
Context Menusdropdown menu,42
context sensitivehelp,62,68,85,102
Controlkey, 66,70,72
ControlPanel,130
cookie,108
copy, 66,70,81,82,86,92,93,98

Copy option,47,81,92
Copy to Clipboardbutton,103
copying files,86,98,99
copyright information,102,104
corrective actions,111
countrysettings,36
CR,22

cracker, 12
CreateNew Folderbutton,71,73
creatinganew folder, 71,73
creatingnew folders,100
Ctrl+A , 93
Ctrl+C , 61
Ctrl+D , 99
Ctrl+F , 99

Ctrl+H , 99
Ctrl+Insert,81
Ctrl+Insert , 92
Ctrl+N , 100
Ctrl+U , 98
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Ctrl+V, 93
Ctrl+V , 103

currentfolder, 85,99
currentselection,68
currentsettings,15,17,78,90,130

currentwindow, 84,101,102
cursorcolor, 31

cursorkeys,23
cursorposition,82,93

customapplication,66
customauthentication,20,22,56

customoption,20
customization,14

Customizeoption,41,95,96
customizedalgorithmlist, 20
cutandpaste,40

Cutoption,47

datafiles,19,116

database,109
dateformat,38
dateon printouts,41

datestamp,35,36
default,20

default configuration,45
defaultmenuposition,90

defaultmenus,95,96
default port,20

default profile,60
default terminalsettings,95

default toolbarposition,78
default toolbars,95,96
default view, 35

default.ssh2 , 15,17,19,45,60,78,90,117
defaultsftp.ssh2 , 15

Delete,34,100
Delete , 100

delete,32,35,70
Deletebutton,32

Deletekey, 22,23
Deleteoperation,22

Deleteoption,48,100
DeleteSendsBackspacecheckbox,22
deletingafile, 100

deletingfolders,70
DES,14,22

desktop,16,70–73
destinationhost,26,27

destinationport,26,27
Detailsoption,36,86,97

Detailsview, 36,86,97
dialupconnection,129

differencesbetweenSSHversions,40,117,118
digital signature,48,56,108
Directionoption,83

directory, 71,93,99
directorypath,18,71,99

directorystructure,66,98
directorytree,67,85,97,99

directory:creatingnew directory, 100
directory:rootdirectory, 97

disablingterminalconnections,15
disconnect,84,91,101

Disconnectbutton,84,101
Disconnectoption,80,91

disconnectedcolor, 31
disconnectedwindow, 30
Disconnected;AuthenticationError, 113

Disconnected; authentication error ,
129

disconnecting,81,92,112

Disconnectionerrormessage,114
disk space,15

diskette,54
displaycolors,31

DisplayHostNamecheckbox,29
DisplayItemsby Usingsetting,35

DisplayProfileNamecheckbox,29
DNS,114,129

DNSentry, 114
DomainNameSystem,114
DOSshell,59

doubleclicking,18
Down option,84

Download,99
download,65,70,71

Download- SelectFolderDialog,71
Downloadbutton,70

Downloaddialog,35,81,92
Downloadoption,86,98

downloading,71,86,99
Downloadingdialog,70,71

downloadingstatus,70
draganddrop,66
dynamicIP address,114

eavesdropping,12
Edit button,26

Edit menu,17,92
Edit operations,40
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Edit Profilesoption,46
Edit Tunneldialog,26

editingprofiles,46
editor, 58
electronicwallet,108

ellipsisbutton,83
EmptyClipboardonExit checkbox,39

Empty ScrollbackBuffer on SessionClosecheckbox,
40

emulation:terminalemulation,130

EnableANSI Colorscheckbox,31
encryptedcommunications,11

encryptedtunnel,107
encryption,16,109

encryptionalgorithm,20,62,68
encryptionalgorithm:custom,20

End,23
EndOf File, 120

endingaconnection,81,92,112
enhancements,14
Enter , 22,53,91

EnterPassphrasefor PrivateKey dialog,59
EntersendsCR + LF checkbox,22

EOFsignal,120
error, 111,113–115,117–120

errormessage,71,73,111,115,116
errormessages:SSH1specific,120

ErrorRenamingFile message,100
error: lost connection,120

evaluating,115,116
evaluationperiod,115
evaluationversion,130

Exceed,131
Exit option,92

Explorer, 18,70,72,101
Explorerwindows: multiple,101

ExportKey button,34
ExportKeypairbutton,32

export regulations,16
exportingkeys,14

extrawindows,84,101
extraneouswindows,16

F2, 100

failedauthentication,111
failedhostidentification,118

Failedto createanincomingtunnelerrormessage,116
FailedTo ReadKeymapFile, 116

failedtunnel,116
fakingnetwork addresses,12

falsedirectories,99
familiar folders,66
FAQ, 16,103
features:new, 14
file, 66,70,72,86,98
file attributes,69,87
file copy animation,71,73

file extension,33,49
file handling,84
file icon,67
file management,101
file managing,101
File menu,17,90
file name,33,34,36,49,52,70,71,82,86,93,97,103,

115,116,119

File Namecolumn,34
file nameextension,36,87,97
File namefield, 73
file permissions,69
file properties,69
file selectiondialog,71,73
file size,36,68,86,97

file time,38
File Transfer, 36,66,70,84,101
file transfer, 12,40,66,118,124
file transfericon,16
File Transferpage,34
file transfersettings,34
File Transfershorcutmenu,68
file transfershortcutmenu1, 42

file transfershortcutmenu2, 42
File Transferutility, 35
File Transferwindow, 15,28,34,35,65–68,77,81,86,

92,98,102,112,129
file type,36,67,86,87,97
file typeassociation,18,36
file typeassociations,36

file typedescription,36,67,87,97
file types,36
file view, 36,86,96–100
File View pane,67
file: privatekey, 31
file: publickey, 31
files,67
files,copying, 98,99

files: copying, 86
files: deleting,35,100
files: hidden,98
find, 94
FindNext button,84
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Findoption,82,94
Findwhatfield, 82
finding text, 82
fingerprint,54,117
Fingerprintcolumn,34
firewall, 21,38,108,113
Firewall Namefield, 38

Firewall page,38
firewall port,38
firewall settings,38
first connection,53,55
fixed-widthfonts,29
folder, 66,70–73,99,100
foldercolors,67
Folderfield, 71

foldermanagement,101
foldername,71
folderview, 97
folder: creatingnew folder, 100
folder: rootdirectory, 97
folder: usersettings,19
foldersbeingloaded,67

folders:deleting,35,70
font, 29,40
FontNamelist, 29
Fontpage,29
font setting,29
font size,29,40
FontSizelist, 29
font: terminalfont, 29

fonts:fixed-width,29
fonts: installed,29
fonts:non-proportional,29
fonts:proportional,29
footeron printouts,41
forbiddenfolders,67
foregroundcolor, 30,31

forgedpublickey, 54,117
formattingstring,36
forwarding,24,107,108
forwardingSSH1connections,14
forwarding:FTPconnection,14
FrequentlyAskedQuestions,16
FrequentlyAskedQuestionsoption,103
FTP, 11,13,26,124

FTPclient,65
FTPconnection,26
FTPconnection:forwarding,14
FTPhost,65
FTPtunneling,26

functionkeys,23

generaluserinterfaceoptions,43

GenerateNew Keypairbutton,32,49

generatingkeys,53
GetHelpOnoption,85,102

globpatterns,127

globalconfigurationsettings,27
globalsettings,17,27,85,94

GlobalSettingspage,27
global.dat , 28

GoTo Folder, 72,99

Go to Folderdialog,69,99
Go to Folderoption,99

graphicaluserinterface,65

graphicaluserinterface(GUI) help,85,102
grayfolder, 67

grayedoutoption,99

greenfolder, 67
GUI controlhelp,85,102

hacker, 12

hashalgorithm,20
headeronprintouts,41

help,16,103

Helpbutton,19,55
helpfiles,102

Helpmenu,102

Helpoption,85
helppointer, 85,102

helpwindow, 85
help: context sensitive,85,102

hiddenfiles,34,98

hijacking,12
HMAC-MD5, 20

HMAC-SHA1,20

Home,23,72,99
homedirectory, 56,67,85,97,99

Homeoption,85,99

homepage,103
HomePageoption,103

host,54

hostcomputer, 119
hostidentification,54,117

HostIdentificationDialog,54

HostIdentificationFailederror, 118
hostkey, 19,34,53,54,109,117,129

hostkey file, 34
hostkey file list, 33,34

HostKeyspage,33,129
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hostname,20,29,34,55,60,62,67,91,109,118
HostNamecolumn,34

hostpublickey, 33,53

hostsettings,14,45,85,94
host:unknown host,113

icon,16,36,61,67,86,96,97

icons:moving, 78
ImportHostkeys - SelectFilesdialog,34

ImportKey button,34
ImportKeypair - SelectFilesdialog,32

ImportKeypairbutton,32

ImportLicenseFile menuoption,103
ImportLicenseFile option,103,115,116,119

ImportLicenseoption,130

importingkeys,14
improvements,14

Incomingpage,24

incomingtunnel,24
Index link, 102

informationalmessage,72,74

Insert,23
installation,15,130

installationdirectory, 104

installedfonts,29
integrity, 109

Internet,11,12

Internetconnection,130
InternetProtocol,11

intruder, 118
IP, 11

IP address,55,91,114,118

IP spoofing,12

key exchange,109

key export,14

key file, 32–34,48,49
key generation,50

Key Generation- EnterPassphrase,51

Key Generation- Finish,53
Key Generation- Generation,50

Key Generation- Key Length,50

Key Generation- Start,50
key generationwizard,49

key import,14

key length,50
key pair, 31,32,48,49,52,108

key pair: generating,53
key: hostpublickey, 53

keyboard,23,67,82,91,93,118

keyboardmapping,19,22
Keyboardpage,22

keyboardsettings,22
keyboardshortcut,81,82,91–93,98–100
keyboardshortcuts,61

keymapfile, 116,118
KEYMAP.MAP, 19,116–118

KEYMAP22.MAP, 118
keypad,23

keypadmode,23
keywords,102

LargeIconscheckbox,43

LargeIconsoption,36,86,96
LargeIconsview, 36,86,96

lastmodified,36,86,87,97
lastmodifiedtime,129

legal issues,16
LF, 22

license,104,115,116,119
licenseagreement,115,119
licensefile, 103,130

license.dat,103
license.dat , 115,116,119,130

license.txt , 115,119
line feed,22

Line Wrapcheckbox,23
line wrapping,23

List option,36,86,96
List view, 36,86,96

listenport,26,27
localcomputer, 65,72,86,98,101,111
localconnection,26

localconnections,26
localdatabase,54

localdrive,71,73
local forwards,24

locale,36
localhost , 27

locatingtext, 82
Lock FunctionKeyscheckbox,23

log file, 91
log session,91
Log Sessionoption,91

logicalchannel,107
login, 111

login dialog,38
Look 2000checkbox,43

Look in selectionbox,71,73
lowercase,36,87,97
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ls , 98

MAC algorithm,20,62,68

man-in-the-middleattack,108

margins,40
Matchcaseoption,83

Matchwholewordonly option,83

MD5, 20
Menuanimationdropdown menu,42

menucustomization,41
menuoption,62,68

menuoptions,42

menuoptions:moving, 42
Menutab,42

menu:configuring,89

menu:moving, 89
menu:resetposition,90

menu:reseting,95,96

messagearea,71,73
Microsoft,15

minussign,17,66

mission-criticaldata,11
modem,114

modificationdate,36,86,87,97

Modified,36,86,97
Modifiedcolumn,129

mouse,66,70,72,73

mousepointer, 85,102
move,66

moving menuoptions,42
moving menus,89

moving toolbarbuttons,78

moving toolbars,77
multipleExplorerwindows,101

multiple terminalwindows,12,40,118

multiplewindows,16,66,84,101
multiplexing, 107

Name,36,86,97

name,26,27,55,84,101
nameserver, 113,114

network connection,113,114

network drive,71,73
network errors,11

network printer, 79

new connection,91
New Connectionoption,91

new directory, 100
New Exploreroption,101

new features,14

New File Transferoption,65,101
New File TransferWindow button,65

New File TransferWindow option,84

New Folder, 72,100
new folder, 71,73,100

New Folderoption,48,100

new key pair, 49
new SSHconnection,45,91

New Terminaloption,101
New TerminalWindow option,84

next match,84

Next Pagebutton,80
No furtherauthenticationmethodsavailable,113

non-proportionalfont, 40

non-proportionalfonts,29
nonexistentdirectory, 99

Notepad,32,36,66

NumLock key, 62
numberof columnsandrows,62

numberof filesandsubfolders,68

numerickeypad,23

OK button,19,29,30

OnePagebutton,80

onepageprint preview mode,80
onlinehelp,16,55,85

OnlineHelpoption,103

open,70
openfolder, 66

Openoption,98
Operationmenu,98

Optionstab,43

options:commandline, 59
organizingprofiles,48

Outgoingpage,24,26

outgoingtunnel,24,26
OUTPUT.MAP, 118

PageDown, 23

pagenumberonprintouts,41
PageUp, 23

pagesto print, 79

ParentDirectorybutton,67
parentfolder, 67,71,73,85,99

passphrase,52,59,114,119

password,56,84,91,101,108,111,119
password authentication,56,59,108

password error, 119
Paste,72,93

paste,70,81,82,92,93
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Pasteoption,48,81,93
PasteSelectionoption,82,93
pastedfile, 82,93
path,68,71
patternmatching,82
percentageof transfer, 72,74
permissionsof files,69

personaldata,18,46
personaldirectory, 108,116
personalfiles,19
personalfolder, 46
Pico,58
plussign,17,66
pointer:helppointer, 85,102
popupmenu,70,72

popupmenu,68
popupmenucustomization,41
port,26,27,34,59,113,116,130
port22,130
Portcolumn,34
Portfield, 38
port forwarding,24

portnumber, 20,55
port: destinationport,27
port: firewall, 38
port: listenport,26,27
positionof windows,16,18
positioningmenuitems,42
positioningmenus,89
positioningtoolbarbuttons,78

positioningtoolbars,77
preferredalgorithms,20
PreserveOriginalFile Timecheckbox,35
Prev Pagebutton,80
preview, 80
previousconnection,55
previousremotehostcomputer, 38

previoususer, 38
Printbutton,79
Printdialog,78,79
Printoption,79
print preview mode,80
PrintPreview option,79
print range,78
print settings,40

printedoutput,40
printer, 40,79,80
printersettings,78,79
printing,40,79,80
Printingpage,40

printoutfooter, 41
printoutheader, 41

privatekey, 19,31,33,48,49,108
privatekey file, 32
privatekey file list, 32,33

PrivateKey File Namecolumn,33
privatekey: comments,33

privatekey: generating,32
processorspeed,50

profile,29,46
profilesettings,14,17,28,85,94

ProfileSettingspage,18,57,116
profile tree,46–48

profile: adding,46
profile: default,60

profile: editing,46
profiles,14
profilesbar, 95,96

ProfilesBaroption,95,96
Profilesbutton,87

Profilesmenuoption,90
Profilesoption,17,18,46

profilestoolbar, 87
profiles:organizing,48

programicon,15
progressbar, 71,73

propertiesof files,69
Propertiesoption,100
proportionalfonts,29

protocol,11
protocolsettings,19

protocolversion,62,68
protocol:connection,107

protocol:SSH1,13
protocol:SSH2,13

protocol:transportlayer, 107
protocol:userauthentication,107

publichostkey, 109,129
publickey, 33,48,49,53,54,56,57,59,108,114,117

publickey algorithm,109
public key authentication,31, 48, 49, 53, 56, 58, 59,

108,114

publickey file, 56–58
publickey, forged,54,117
publickey: deleting,32

publickey: generating,32
publickey: uploading,33,56

questions,16
QuickConnectbutton,14,87
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QuickConnectmenuoption,90
QuickConnectoption,45

quittingaconnection,81,92,112

randomerrors,11

rangeof printedpages,79
rateof transfer, 71,73
rcp , 13

Read-onlyattribute,117
redfolder, 67,99

redraw, 86,98
Reflections,131

Refresh,72
Refreshoption,86,98

refreshwindow, 86,98
regex, 83

registering,104,115,116,119
regularexpression,82,83

Regularexpressionoption,82,83
reinstalling,118

remotecomputer, 62,67
remotehostauthentication,33

remotehostcomputer, 11, 17, 18, 20, 23, 27, 29–31,
40,45,49,53–59,61,62,65–68,70–72,80,
84–86,91, 94, 98–101,107,111,113–115,
117–119,129

remotehostcomputername,38

remotelogin, 11
Removebutton,26

removing theinstallation,130
rename,70,100,115

Renameoption,48,100
repositioningmenuitems,42

repositioningmenus,89
repositioningtoolbarbuttons,78

repositioningtoolbars,77
RequireReverseMapping,113
ResetAll button,42

Resetbutton,42
resetmenus,90

ResetTerminaloption,95
resettoolbars,78

ResetToolbarsoption,78,90,95,96
resetingmenus,95,96

resetingtoolbars,95,96
returnmenusto default,90

returntoolbarsto default,78
ReverseColorssetting,31

reverselookup,114
reversesorting,36,87,97

ReverseVideocheckbox,31
rexec , 13

right mousebutton,70,72
rlogin , 13
rootdirectory, 97

root folder, 34,97

safetymeasures,50

SaveAs dialog,91
SaveAs option,15
Savebutton,17

Saveoption,15
SaveSetingsmenuoption,17

SaveSettingsoption,78,90
saving, 18

saving settings,16,78,90
scp , 13

SCP2, 14
scp2,123

SCP2.EXE, 123
scrollbackbuffer, 28,40,78,79,82,83,93
searchscrollback,94

searchterm,82–84
searchingtext, 82

securechannel,11,108
SecureCopy 2 tool, 123

Securefile copy, 13
securefile transfer, 13

SecureFile Transfer2 tool, 124
SecureFile TransferProtocol,13

securenetwork services,11,107
SecureShellclient,12
SecureShellFAQ, 16

SecurID,14
SecurIDauthentication,56

SecurIDdevice,56
securityissues,26

Securitypage,38,118
securitysettings,38

SelectAll, 72,93
SelectAll menuoption,94

SelectAll option,93
SelectApplicationdialog,36
SelectFiles,73

SelectFolder, 71
SelectFolderdialog,34,70

selectmultiplefiles,66
SelectNoneoption,94

SelectScreenmenuoption,93
SelectScreenoption,94

c
�

2000SSHCommunicationsSecurityCorp SSHSecureShellWindowsClient



INDEX 141

selectedtext, 79
selectingtext, 93,94
selection,82,93
selectioncolor, 31
selectionmarker, 96–98
selection:canceling,94
separateclients,81,92,102,112

separateconnections,81,92,102,112
separateSSHconnection,91
sequencenumber, 61,67
sequencenumberof eachwindow, 84,101
server, 114
serverconnection:lost,120
serversoftware,115
serverversion,100,115,129

serviceprovider, 114
servicerequest,107
sessionlogging,91
settings,17,19,34
Settingsbutton,17
settingscategories,17
Settingsdialog, 17–19,21–24,26–31,33, 34, 38, 49,

57,62,68,85,94,113,116,118,131
settingsfile, 15,18,19,62,67,78,90
Settingsoption,17,85,94
Settingswindow, 17
settings:common,28
settings:connection,14
settings:global,28,85,94
settings:host,14,45,85,94

settings:profile,18,85,94
settings:saving, 16,18,78,90
SFTP, 13
SFTP2,124
SFTP2, 14
sftp2,124
SFTP2.EXE, 124

SHA1,20
Shift key, 66,70,72
Shift+Insert , 93
Shift-Insert,82
shorcutmenu,68
shortcut,81,82,92,93
shortcutmenu,62,70,72,100
shortcutmenucustomization,41

Show Add ProfileDialogcheckbox,28
Show HiddenFilescheckbox,34
Show HiddenFilesoption,98
Show RootDirectoryoption,97
Show RootFoldercheckbox,34

Show ScreenTips on toolbarscheckbox,43
Show shortcutkeys in ScreenTips checkbox,43
Show text labelscheckbox,42
Size,36,86,97
sizeof installation,15
sizeof transferredfile, 72,74
sizeof windows,29

SmallIconsoption,36,86,96
SmallIconsview, 36,86,96
SOCKS,38
SOCKSversion4, 108
sortbar, 36,86,97
sorting,36,87,97
sortingorder, 36,86,97
Space , 53

spacerequirements,15
spoofing,12
SSHBabbleformat,34,54,117
SSHclientversiondifferences,117
SSHCommunicationsSecurity, 103
SSHCommunicationsSecurityCorp,104
SSHontheWeboption,103

SSHprotocol,40
SSHSecureFile TransferClient icon,15
SSHSecureShell2, 121
SSHSecureShellClient icon,15
SSHSecureShellfor WorkstationsWindowsclient,11
SSHSecureShellserver, 100,115
SSHSecureShellWindows clienthelp,85
SSHserver, 113,115

SSHversion1, 12,40,118
SSHversion2, 12,40,118
SSHversiondifferences,13,40,118
SSHWebpages,16
ssh-keygen2,127
SSH-KEYGEN2.EXE, 127
SSH1,12,40,118,120,123,129

SSH1connection,40
SSH1connection:lost,120
SSH1Connections,118
SSH1Connectionsselection,40
SSH1forwarding,14
SSH1server, 129
SSH1specificerrormessages,120
SSH2,12,40,118

SSH2, 14
SSH2client,11
SSH2connection,20
SSH2key generationtool, 127
ssh2settingsfile, 18
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SSH2.EXE, 121
ssh2 config , 124

sshd2 config , 114
Startmenu,15
statusbar, 62,68,95,96

StatusBaroption,95,96
statusof download,70

statusof upload,72,73
subfolder, 70

submenu,97
support,16,103

supportservice,16
supportteam,103

supportwebform, 103
supportedciphers,14

systemadministrator, 111,115,116
systemrequirements,15

Tabkey, 67

takingover acommunication,12
TCP/IP, 12

TCP/IPconnection,107,108
TCP/IPport,11,107

technicalsupport,16
Telnet,11,13,61
temporarycopy, 81,92

temporarystorage,81,82,92,93
terminalanswerback,21

terminalanswerbackstring,15
terminalcolors,30

terminalconnections:disabling,15
terminalemulation,129,130

terminalfont, 29
terminaloperations,89

terminaloutput,28,40
terminalscrollbackbuffer, 78,79

TerminalScrollbackSizefield, 28
terminalsession,91
terminalshortcutmenu,42

Terminalwindow, 62
terminalwindow, 15,23,28–31,61,62,77,81,82,84,

92–94,101,102,112

terminalwindow menus,89
terminalwindow shortcutmenu,62

terminalwindows,92
terminal:reset,95

text colors,30
text display, 61

text editor, 58
text field, 100

text labels,42
text lines,23
text output,30
text selection,79
text: searching,82
text: selecting,93,94
time format,38

timeonprintouts,41
timestamp,35,37
title bar, 17,28,29,61,67,84,101
title on printouts,41
toolbar, 17,65,70,72,77,95
toolbarbutton,62,68
toolbarbuttons:moving, 78
Toolbaroption,95

toolbar:configuring,77
toolbar:moving, 77
toolbar:resetposition,78
toolbar:reseting,95,96
toolbars,42
Toolbarstab,42
tools: commandline, 14

transcript,91
transferfiles,65
transferin progress,71,73
TransferRatefield, 71,73
Transferredfield, 71,73
transferredfiles,71,73
transportlayerconnection,107
transportlayerprotocol,107

Trojanhorse,108
Troubleshootingdialog,103
Troubleshootingoption,103
troubleshootingreport,103
trusted,109
tunnel,26,107,116
tunneldefinition,25–27

TunnelFailederrormessage,116
tunneltype,26
TunnelX11 Connectionscheckbox,24,131
tunnel:incoming,24,27
tunnel:outgoing,24,26
tunneling,23,107
Tunnelingpage,23
tunnelingsettings,23,24

Two Pagebutton,80
two pageprint preview mode,80
Twofish,20,22
Type,36,86,97
type,67
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typingmistake,111,113,119

UnexpectedEOFerror, 120
uninstalling,130

UNIX, 15,123,124,127

UNIX file permissions,69

unknown file type,36

unknown folders,67
unknown host,113

untrustedhost,11

Up, 72,99

Up OneLevel button,71,73
Up option,83,85,99

Upload,72,98

upload,65,72,73,98

Upload- SelectFilesdialog,72,73

Uploadbutton,72
Uploaddialog,35,82,93

Uploadoption,86,98

UploadPublicKey, 33

uploading,73,86,98
Uploadingdialog,72,73

uploadingstatus,72,73

uppercase,36,87,97

USexport regulations,16

userauthentication,107
userauthenticationprotocol,107

userinterface,85,102

UserKeys,49

userkeys,57
UserKeyspage,31

username,20,38,55,60,91,111

userprofiledirectory, 28,49

usersettings,57

usersettingsfolder, 19
UserKeys folder, 57

versiondifferences,40,117,118

View, 72

view, 35

View button,34
View menu,94

View PublicKey button,32

view type,69

vt100,21,130

vt102,21
vt220,21,130

vt320,21,130

Webhelp,102

Webpage,103
wild cards,127
Window Captionsettings,28
Window menu,65,101
window menu,61,67
window position,15,130
window positions,18
window size,29

window sizeindicator, 62
window: helpwindow, 85
window: refreshing,86,98
window: sequencenumber, 84,101
Windows,15
Windows 2000,15,43
Windows 95,15
Windows 98,15,117
windows associatedto aconnection,81,92,112
Windows desktop,15

Windows Explorer, 36,65,66,70,101
Windows NT, 15
windows: closing,84,101
windows: multiple,16,66,84,101
wrap,23
WrongPassword errormessage,119

X emulation,131
X server, 131

X-Windows,23
X11, 108
X11 connection,11,23,107,131
X11 forwarding,131
X11 tunneling,24
Xauthoritydata,108
xclock , 131
xterm,21,130
xterm , 131

yellow folder, 67
Yesbutton,112
Yesto All button,112

zlib, 21
ZoomIn button,80
ZoomOutbutton,80
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